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Ειδικός μέσος ετήσιος κύκλος εργασιών» και «Ετήσιος (“ειδικός”) κύκλος εργασιών» δεν 

συμπληρώνονται
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➢ 

Ορισμός Εμπιστευτικών Πληροφοριών: Εταιρικές Πληροφορίες και Προσωπικές Πληροφορίες υπό τη 
φροντίδα, την επιμέλεια ή τον έλεγχο μιας Εταιρείας ή του Κατόχου Πληροφοριών ή για τα οποία μια 
Εταιρεία ή Κάτοχος Πληροφοριών είναι νομικά υπεύθυνος. 
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ΑΣΦΑΛΙΣΗ  ΚΙΝΔΥΝΩΝ  ΚΥΒΕΡΝΟΧΩΡΟΥ  /  DATA 
PROTECTION & CYBER LIABILITY  INSURANCE 

 

 

ΛΗΠΤΗΣ ΤΗΣ ΑΣΦΑΛΙΣΗΣ: ΔΙΑΧΕΙΡΙΣΤΗΣ ΕΛΛΗΝΙΚΟΥ ΔΙΚΤΥΟΥ ΔΙΑΝΟΜΗΣ 
ΗΛΕΚΤΡΙΚΗΣ ΕΝΕΡΓΕΙΑΣ Α.Ε. 

 

 

 

 

 

 

ΑΡΙΘΜΟΣ ΑΣΦΑΛΙΣΤΗΡΙΟΥ:  

 

 

 

 

  



  

Policy Schedule   

1. Policy Holder / Insured HEDNO SA 

2. Policy Period From 01.12.2024 at 12:00h (noon) To 30.11.2025 at 12:00h (noon) 

3. Policy Aggregate Limit of 
Liability 

Aggregate Limit of Liability per Policy Period for all Loss of all Insureds under all Insurance Covers and any 
Endorsements/Extensions which is purchased) combined: EUR 10.000.000,00 

 
4. Coverage Summary 

 
Coverage Section: 

 

Purchased / Not 
Purchased: 

 

Coverage Section 
Limit of Liability: 

Retention / Waiting 
Hours Period: 

Retroactive Date/ 
Continuity Date: 

Data Protection & 
Cyber Liability 

 
Purchased 

 
€ 10.000.000 

 
€ 150.000 

Inception of policy 
period 

Network 
Interruption 

 
Purchased 

 
€ 10.000.000 

 
24 hours 

Inception of policy 
period 

Event Management 
Purchased € 10.000.000 € 150.000 

Inception of policy 
period 

 

Cyber Extortion 

 

Purchased 
 

Cyber Extortion Advisor : 
 

 

 
€ 10.000.000 

 

 
€ 150.000 

 

Inception of policy 
period 

 

5. Policy Extensions / Endorsements 
 Purchased / Not 

Purchased: 
Sub–Limit: 

Retention / Waiting 
Hours Period: 

Retroactive Date/ 
Continuity Date: 

 

First Response 

 
Purchased 

Emergency Number: 
 

 

72 hours 

 

Nil 

 
Inception of policy 

period 

Digital Media 
Purchased 

€ 10.000.000 € 150.000 
Inception of policy 

period 

Telephone hacking Not Purchased    

System failure Not Purchased    

Outsource service 
provider (OSP) 

 

OSP Security 
Failure 

Purchased 
€ 3.000.000 24 hours 

Inception of policy 
period 

OSP System 
Failure 

Not Purchased 
   

Computer crime Not Purchased    

Criminal Reward Fund Not Purchased    

6. Premium:  

7. Method of payment Two equal 6-month instalments 

8. Territorial Limits 

 

Governing Law 

Worldwide 

 

This Policy and any disputes or claim arising out of or in connection with it or its subject matter or formation 
(including non-contractual disputes or claims) shall be governed by and construed in accordance with the laws of 
Greece. The parties submit all their disputes arising out of or in connection with this Policy to the exclusive 
jurisdiction of the Courts of Athens, Greece. 

9. Form As attached policy wording 



  

10. Ensorsements 1. Loss prevention Services 

2. Territory Restriction Endorsement 

3. Language Declaration Clause (LBS0007) 

4. War and Cyber Operations Exclusion (LMA5567A amended) 

5. RADIOACTIVE CONTAMINATION EXCLUSION CLAUSE PHYSICAL DAMAGE (N.M.A. 1191) 

6. SANCTION LIMITATION AND EXCLUSION CLAUSE (LMA3100) 

7. Ransomware Event – Sub-Limit Endorsement 

8. Ransomware Event – Retention Endorsement 

 

11. Insurer  

 
 

Ensorsements 

 

1. Loss prevention services 

The Policyholder is eligible to enrol for Loss Prevention Services. It is solely at the discretion of the Policyholder to 

enrol in the Loss Preventions Services, and such enrolment shall have no impact on the premium charged under this 

policy. The Policyholder can begin the enrolment process by visiting the following site:  

For purposes of this endorsement, “Loss Prevention Services” means cyber risk management tools and services made 

available to the Policyholder as further described at the link set forth above. 

The Insurer may modify (by adding, removing or replacing a cyber risk management tool or service) or discontinue 

the Loss Prevention Services at any time. The Insurer may partner with third party vendors to provide any or 

all of the Loss Prevention Services to the Policyholder. 

The Policyholder is only eligible for Loss Prevention Services during the Policy Period. 

All other Terms, Conditions and Exclusions of the policy remain unchanged. 

 

 

Endorsement 2 – Territory Restriction Endorsement 

 

In consideration of the premium charged, it is hereby understood and agreed that this policy is amended as follows: 

Notwithstanding anything to the contrary in this policy, or any appendix or endorsement added to this policy, there 
shall be no coverage afforded or benefit provided by this policy for any:  

 

i. entity organized, headquartered, incorporated, registered or established in a Specified Area; or 

ii. natural person resident or located in a Specified Area; or 

iii. claim, action, suit or proceeding brought or maintained in a Specified Area; or 



  

iv. loss of, theft of, damage to, loss of use of, encryption of, interruption to the operations or availability of, or 

destruction of any property (tangible or intangible) located in a Specified Area, including, but not limited to, 

any computer system, data, money or securities located in a Specified Area. 

 

For purposes of this endorsement, “Specified Area” means:  

a. The Republic of Belarus; or  

b. The Russian Federation as recognized by the United Nations (or their territories, including territorial waters, or 

protectorates where they have legal control; legal control shall mean where recognized by the United Nations).  

 

Where there is any conflict between the terms of this endorsement and the terms of the policy, the terms of this 
endorsement shall apply, subject at all times to the application of any Sanctions clause. 

If any provision of this endorsement is or at any time becomes to any extent invalid, illegal or unenforceable under any 
enactment or rule of law, such provision will, to that extent, be deemed not to form part of this endorsement but the 
validity, legality and enforceability of the remainder of this endorsement will not be affected. 

  

All other terms, conditions and exclusions remain unchanged. 

  



  

Endorsement 3 – Language Declaration Clause 

 

The insured has declared their understanding of and has requested for the contract of insurance to be provided in, the 
English language. The insured confirms they understand such contract and agree to be bound by its terms and 
conditions. 

LBS0007 

01/01/2019 

ΡΗΤΡΑ ΚΑΤΑΝΟΗΣΗΣ ΓΛΩΣΣΑΣ 

Ο Ασφαλισμένος δηλώνει ότι κατανοεί και αποδέχεται οι όροι του Ασφαλιστηρίου να διατυπωθούν στην Αγγλική 
γλώσσα. Ο Ασφαλισμένος επιβεβαιώνει και αποδέχεται αυτούς τους όρους του Ασφαλιστηρίου και συμφωνεί να 
δεσμεύεται από αυτούς. 

 
 
Endorsement 4 – War and Cyber Operations Exclusion  
(For use on commercial cyber insurance contracts) 
 
If there is a conflict between any provision in this policy and this Endorsement, the terms of this Endorsement will 
prevail. Notwithstanding any provision to the contrary in this insurance, this insurance does not cover that part of any 
loss, damage, cost, or expense, of any kind: 
directly or indirectly arising from war, and/or arising from a cyber operation that is carried out as part of a war, or the 
immediate preparation for a war, and/or arising from a cyber operation that causes a state to become an impacted 
state. Paragraph 1.3 shall also apply to exclude the direct or indirect effect of a cyber operation on a computer system 
used by an insured or its third party service provider that is not physically located in the impacted state. 
Attribution of a cyber operation to a state 
Notwithstanding the insurer’s burden of proof, which shall remain unchanged by this clause, in determining 
attribution of a cyber operation to a state, the insured and insurer will consider such objectively reasonable evidence 
that is available to them. This may include formal or official attribution by the government of the state in which the 
computer system affected by the cyber operation is physically located to another state or those acting at such other 
state’s direction or under its control. 
The parties shall attempt in good faith to resolve any dispute arising out of or relating to the determination of 
attribution to this exclusion promptly by negotiation. Should the parties be not able to resolve the issue of attribution 
within thirty (30) days of the issue being raised in writing, either party may submit the dispute for a binding decision 
from a competent and disinterested umpire with the relevant knowledge and experience in international law matters 
to determine the attribution of a state backed cyber-attack to one or more states. 
All applicable statutes of limitations and defences based upon the passage of time shall be tolled, or a standstill 
agreement shall be agreed by the parties, until the attribution issue is determined. The parties will take such action, 
if any, required to effectuate such tolling or standstill agreement. 
The parties agree that no suit will be filed by either party against the other party seeking resolution of any dispute 
arising out of or relating to this exclusion no sooner than thirty (30) days after the conclusion of a binding decision 
from a competent and disinterested umpire, or the parties have otherwise resolved the attribution issue if sooner. 
Definitions 
Computer system means any computer, hardware, software, communications system, electronic device, server, cloud 
infrastructure or microcontroller including any similar system or any configuration of the aforementioned and 
including any associated input, output, data storage device, networking equipment or back up facility. If there is any 
inconsistency between definitions of computer system in this exclusion and the contract of insurance, the definition in 
the contract of insurance shall apply. 
Cyber operation means the use of a computer system by, at the direction of, or under control of a state to: 
5.1.                  disrupt, deny access to, or degrade functionality of a computer system, and/or 
5.2            copy, remove, manipulate deny access to or destroy information in a computer system. 



  

Essential service means a service that is essential for the maintenance of vital functions of a state including, but not 
limited to, financial institutions and associated financial market infrastructure, health service or utility services. 
Impacted state means any state where a cyber operation has a major detrimental impact on: 
the functioning of that state due to disruption to the availability, integrity or delivery of an essential service in that state, 
and/or the security or defence of that state. 
State means sovereign state and any non-member observer state as classified by the United Nations. 
War means armed conflict involving physical force: 
by a state against another state, or 
as part of a civil war, rebellion, revolution, insurrection, military action or usurpation of power, 
whether war be declared or not. 
LMA5567A (amended) 
 
 
Endorsement 5 – RADIOACTIVE CONTAMINATION EXCLUSION CLAUSE PHYSICAL DAMAGE  
 
This policy does not cover any loss or damage arising directly or indirectly from nuclear reaction nuclear radiation or 
radioactive contamination however such nuclear reaction nuclear radiation or radioactive contamination may have 
been caused *NEVERTHELESS if Fire is an insured peril and a Fire arises directly or indirectly from nuclear reaction 
nuclear radiation or radioactive contamination any loss or damage arising directly from that Fire shall (subject to the 
provision of this policy) be covered EXCLUDING however all loss or damage caused by nuclear reaction nuclear radiation 
or radioactive contamination arising directly or indirectly from that Fire. * Note-If Fire is not an insured peril under this 
policy the words from "NEVERTHELESS" to the end of the clause do not apply and should be disregarded. 
 
7/5/59 

N.M.A. 1191 
 
 
Endorsement 6 – SANCTION LIMITATION AND EXCLUSION CLAUSE 
 
No (re)insurer shall be deemed to provide cover and no (re)insurer shall be liable to pay any claim or provide any benefit 
hereunder to the extent that the provision of such cover, payment of such claim or provision of such benefit would 
expose that (re)insurer to any sanction, prohibition or restriction under United Nations resolutions or the trade or 
economic sanctions, laws or regulations of the European Union, United Kingdom or United States of America. 
LMA3100 

15 September 2010 
 
Endorsement 7 – RANSOMWARE EVENT SUBLIMIT ENDORSEMENT 
 
This endorsement modifies insurance provided under All Coverage Sections: 
ENDORSEMENT SCHEDULE 
• Ransomware Event Sublimit: EUR 5.000.000,00, -  
• Ransomware Event Coinsurance: Not applicable 
Ιt is hereby understood and agreed that the policy is amended as follows: 
1. The maximum liability of the Insurer for all Loss (under all Coverage Sections combined) arising out of all Ransomware 
Events is the Ransomware Event Sublimit. The Ransomware Event Sublimit is part of and not in addition to the Limit of 
Liability and the applicable Sublimit of Liability. 
2. The Ransomware Event Coinsurance percentage of all Loss (under all Coverage Sections combined) arising out of a 
Ransomware Event shall be borne by the Insureds and remain uninsured. Payments of the Ransomware Event 
Coinsurance percentage of any Loss by an Insured shall not reduce the Ransomware Event Sublimit, the Limit of Liability 
or any applicable Sublimit of Liability. Only the portion of any such Loss paid by the Insurer shall reduce the Ransomware 
Event Sublimit, the Limit of Liability and the applicable Sublimit of Liability. 



  

3. ”Ransomware Event” means any: 
(a) use of unauthorized or malicious code to encrypt electronic data on, or interrupt the operations of, a Computer 
System; or 
(b) threat to sell or disclose any data that was misappropriated from such Computer System prior to or as part of an 
event described in (a) above; 
in connection with an actual or expected demand for money (including, without limitation, cryptocurrencies). An event 
shall be considered a Ransomware Event regardless of whether a ransom is actually paid, the specific amount of the 
demand is communicated, or any portion of any data exfiltrated is disclosed at any time. 
4. “Computer System” means any system described in the definition of Computer System in any Coverage Section. 
All other Terms, Conditions and Exclusions of the policy remain unchanged. 
 
 
Endorsement 8 – RANSOMWARE EVENT RETENTION ENDORSEMENT 
 
It is hereby noted and agreed that the Retention for all Loss (under all Coverage Sections combined) arising out of 
Ransomware Events is EUR 300.000,00, - each and every Loss. 
All other Terms, Conditions and Exclusions of the policy remain unchanged. 
 

 



  

Policy Wording 

 

 

  

 

Data Protection & Cyber Liability Coverage 

 

This Data Protection & Cyber Liability Coverage Section only applies if shown as purchased on 

the Schedule. 

In consideration of the payment of Premium or agreement to pay the Premium, the Policyholder 

and the Insurer agree as follows: 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Data Protection & Cyber Liability Coverage Section. 

All cover under this Data Protection & Cyber Liability Coverage Section is afforded solely with 

respect to (i) Claims first made against the Company and (ii) Insured Events first discovered 

during the Policy Period and reported to the Insurer as required by the General Terms and 

Conditions. 

The cover available under this Data Protection & Cyber Liability Coverage Section is subject to 

the Coverage Section Limit of Liability and to any Sub–limits specified in the Schedule. 

 

1. Insurance Covers  

1.1. Data Protection Investigation and Data Protection Fines 

The Insurer will pay to or on behalf of any Company: 

(i) all Defence Costs incurred by the Company in connection with a Regulatory Investigation 

and Data Protection Fines that the Company is legally liable to pay in respect of a Regulatory 

Investigation; and 

(ii) any Loss arising out of a PCI–DSS Assessment. 

 

 

1.2. Cyber Liability 

The Insurer will pay to or on behalf of any Insured all Loss arising from any Claim against the 

Insured in respect of; 

(i) an actual or alleged Breach of Confidential Information by an Insured or an Information 

Holder; 

(ii) an actual or alleged Security Failure; 

(iii) a failure by the Company to notify a Data Subject and/or any Regulator of an 

unauthorised disclosure or transmission of Personal Information for which the Company is 

responsible in accordance with the requirements of any Data Protection Legislation. 

 

 



  

2. Definitions  

The following definitions are specific to this Data Protection & Cyber Liability Coverage Section. 

All other definitions set out within Section 4.2 – Definitions of General Applicability of the General 

Terms and Conditions shall apply as stated. 

 

 

2.1. Breach of Confidential Information 

The unauthorised disclosure or transmission of Confidential Information for which the Company 

is responsible. 

  

 

2.2. Claim 

(i) written demand against an Insured; or 

(ii) civil, administrative or arbitral proceedings brought against an Insured; seeking Damages 

or other legal remedy. 

 

2.3. Company’s Computer System 

(i) any computer hardware, software or any components thereof that are linked together 

through a network of two or more devices accessible through the Internet or internal network 

or that are connected through data storage or other peripheral devices which are owned, 

operated, controlled or leased by the Company; 

(ii) any employee “Bring Your Own Device” used to access a Company’s Computer System 

or Data contained therein; and 

(iii) any cloud service or other hosted computer resources, used by the Company and 

operated by a third party service provider under a written contract between such a third party 

service provider and the Company. 

 

 

2.4. Confidential Information 

Corporate Information and Personal Information in a Company’s or Information Holder’s care, 

custody or control or for which a Company or Information Holder is legally responsible. 

 

2.5. Corporate Information 

Any third party’s items of information that are not available to the public and/or trade secrets, 

data, designs, forecasts, formulas, practices, processes, records, reports, documents subject to 

contractual or legal protection. 

 

2.6. Coverage Section Limit of Liability 

The applicable amount specified in the Coverage Summary of the Schedule. 

 



  

 

2.7. Cyber Terrorism 

The premeditated use of disruptive activities against any Company’s Computer System or 

network, or the explicit threat to use such activities, with the intention to cause harm and further 

social, ideological, religious, political or similar objectives, or to intimidate any person(s) in 

furtherance of such objectives. Under no circumstances shall Cyber Terrorism include any such 

activities which are part of or in support of any military action, war or warlike operation. 

 

2.8. Damages 

(i) judgments, or arbitral awards rendered against the Insured; 

(ii) punitive or exemplary damages, where insurable by law; 

(iii) monies payable by an Insured pursuant to any settlement agreement negotiated by the 

Company and which is approved by the Insurer; or 

(iv) any monetary amounts that an Insured is required by law or has agreed to by settlement 

to deposit into a consumer redress fund; 

and which the Insured is legally liable to pay resulting from a Claim. 

  

2.9. Data 

Any electronically stored digital or digitised information or media. 

 

2.10. Data Protection Fines 

Any lawfully insurable fines and/or penalties which are adjudicated by a Regulator to be payable 

by a Company for a breach of Data Protection Legislation. 

Data Protection Fines shall not include any other type of civil or criminal fines and penalties. 

 

 

2.11. Data Subject 

Any natural person whose personal information has been either collected, stored or processed 

by or on behalf of the Company. 

 

2.12. Data Protection Legislation 

The General Data Protection Regulation 679/2016 of the European Parliament and Council of the 

European Union and any subsequent legislation that alters, repeals or replaces such data 

protection act and all other equivalent laws and regulations relating to the regulation and 

enforcement of data protection and data privacy in any country. 

 

2.13. Defence Costs 

Reasonable and necessary legal fees, costs and expenses which the Insured incurs, with the 

prior written consent of the Insurer, in relation to the investigation, response, defence, appeal 

and/or settlement of a Claim or Regulatory Investigation made against the Insured. 



  

Defence Costs shall not include the remuneration of any Insured, third party service provider or 

Information Holder, cost of their time or any other costs or overheads of the Insured, third party 

service provider or Information Holder. 

 

2.14. Information Commissioner 

The Hellenic Data Protection Authority or any other authority that replaces such a role under 

laws and regulations relating to the regulation and enforcement of data protection and data 

privacy in Greece and any equivalent authority in any other jurisdiction. 

 

2.15. Information Holder 

A third party that (i) a Company has provided Confidential Information to, or (ii) has received 

Confidential Information on behalf of a Company. 

 

2.16. Insured 

(i) the Company; 

(ii) any natural person who is or has been a director, principal, partner or director (including 

any Responsible Officer) of the Company to the extent such person is or was acting in such 

capacity; 

(iii) any natural person who is or has been an employee of the Company; 

(iv) any independent contractor under the direction and supervision of the Policyholder, but 

only in relation to the services provided by the independent contractor to the Policyholder; and 

 (v) any estates or legal representatives of any Insured described in (i), (ii) and (iii) of this 

definition to the extent that a 

Claim is brought against them in respect of an act, error or omission of such Insured. 

 

2.17. Insured Event 

Any matter or event triggering coverage under this Data Protection & Cyber Liability Coverage 

Section. 

 

2.18. Loss 

(i) Damages and Defence Costs; 

(ii) Data Protection Fines which the Insured is legally liable to pay; 

(iii) any amounts payable in connection with a PCI-DSS Assessment; and 

(iv) any other amounts covered and payable under the Insurance Covers section, but only to 

the extent set out in such section; 

Loss shall not include: 

a. non–compensatory damages or multiple (except to the extent covered as Damages), or 

liquidated damages; 

b. fines or penalties (except to the extent covered as Damages or in respect of Data 

Protection Fines); 



  

c. the costs and expenses of complying with any order for, grant of or agreement to provide 

injunctive or other non–monetary relief; 

d. costs or other amounts that the Insured is responsible for under a merchant services 

agreement, unless they are liable for such amounts in the absence of such agreement solely 

with respect to Insured Events first discovered during the Policy Period; 

e. discounts, service credits, rebates, price reductions, coupons, prizes, awards or other 

contractual or non– contractual incentives, promotions or inducements offered to the Insured’s 

customers or clients; or 

f. the remuneration of any Insured, third party service provider or Information Holder, cost 

of their time, or any other costs or overheads of the Insured, third party service provider or 

Information Holder. 

 

2.19. Personal Information 

Any information that relates to a natural person and that is non–public information capable of 

individually identifying such natural person. Personal Information shall include a natural persons’ 

name, email address, telephone number, credit card or debit card number, account and other 

banking information, medical information, or any other data protected under any data privacy 

law or regulations. 

 

2.20. PCI–DSS Assessment 

Any written demand received by an Insured from a Payment Card Association or bank processing 

payment card transactions, for a monetary amount (including a contractual fine or penalty) to 

an Insured for non–compliance with generally accepted and published Payment Card Industry 

Standards for data security, which resulted in a Breach of Confidential Information. 

 

2.21. Regulator 

An Information Commissioner or statutory body established pursuant to Data Protection 

Legislation in any jurisdiction and which is authorised to enforce statutory obligations in relation 

to the collecting, storing, processing or control of Confidential Information. A Regulator shall also 

mean any other regulator who makes a demand on the Insured in relation to Data Protection 

Legislation. 

 

 

2.22. Regulatory Investigation 

Any formal or official action, investigation, inquiry or audit by a Regulator against an Insured 

once the Insured is identified in writing by the Regulator arising out of the use of suspected 

misuse of Personal Information or any aspects of the control, collection, storing or processing of 

Personal Information or delegation of data processing to an Information Holder which is 

regulated by Data Protection Legislation, but shall not include any industry–wide, non– firm 

specific, inquiry or action. 

 

 

 



  

2.23. Security Failure 

(i) Any intrusion of, unauthorised access (including an unauthorised person using authorised 

credentials) to, or unauthorised use of (including by a person with authorised access) the 

Company’s Computer System, including that which results in or fails to mitigate any: 

a. denial of service attack or denial of access; or, 

b. receipt or transmission of a malicious code, malicious software or virus; and 

(ii) the loss of Data arising from the physical theft or loss of hardware controlled by the 

Company. 

 

 

3. Exclusions  

The following Exclusions are specific to this Data Protection & Cyber Liability Coverage Module 

and shall apply in addition to the Exclusions set out within Section 5 – Exclusions of the General 

Terms and Conditions. 

The Insurer shall not be liable for Loss arising out of, based upon or attributable to: 

 

 

3.1. Anti–Trust 

Any actual or alleged antitrust violation, restraint of trade or unfair competition. 

However, this Exclusion 3.1 shall not apply to any Claim for unfair competition arising from a 

Regulatory Investigation. 

 

 

3.2. Assumed Liability, Guarantee, Warranty 

Any guarantee, warranty, contractual term or liability assumed or accepted by an Insured under 

any contract or agreement except to the extent such liability would have attached to the Insured 

in the absence of such contract or agreement. However, this Exclusion 3.2 shall not apply to: 

(i) the obligation to prevent a Security Failure, or a Breach of Confidential Information under 

a contract; 

(ii) any liability or obligation under a confidentiality or disclosure agreement held within 

contracts with a third party with respect to any Breach of Confidential Information; or 

(iii) The obligation to comply with PCI–DSS standards. 

 

 

3.3. Bodily Injury and Property Damage 

Any: 

 (i) physical injury, sickness, disease or death; however, this Exclusion 3.3 shall not apply in 

respect of nervous shock, emotional distress, mental anguish or mental injury, unless arising 

out of the foregoing; 



  

(ii) loss or destruction of tangible property, other than Data. 

 

 

3.4. Employment Practices Liability 

Any of a Company’s employment practices (including wrongful dismissal, discharge or 

termination, discrimination, harassment, retaliation or other employment–related claim). 

However, this Exclusion 3.4 shall not apply to any Claim by an individual to the extent such 

individual is alleging: 

(i) a Breach of Confidential Information in connection with such individual’s employment or 

application for employment with a Company; or 

(ii) a failure to disclose a Security Failure or Breach of Confidential Information. 

 

 

3.5. Infrastructure 

Any; 

(i) electrical or mechanical failure of infrastructure not under the control of the Insured, 

including any electrical power interruption, surge, brownout or blackout. However, this does not 

apply to a Company’s Computer System; 

(ii) failure of telephone lines, data transmission lines, or other telecommunications or 

networking infrastructure not under the control of an Insured; 

(iii) satellite failure. 

 

 

3.6. Governmental exclusion 

Any seizure, confiscation, nationalisation, or destruction of the Company’s Computer System by 

order of any governmental or public body. 

 

3.7. Insured vs Insured 

Any Claim brought by or on behalf of any Insured or Policyholder against an Insured or the 

Company. However, this Exclusion 3.7 shall not apply to an actual or alleged breach of Personal 

Information of any employee, director, principal, partner or officer. 

 

3.8. Patent 

Any infringement of patents. This Exclusion 3.8 shall not apply to Loss arising out of a Claim 

against an Insured for a breach of Corporate Information. 

 

3.9. PCI-DSS Assessment 

Any PCI-DSS Assessment, unless the specific Insured which is the subject of the PCI-DSS 

Assessment was validated as compliant with the generally accepted and published Payment Card 



  

Industry Standards for data security prior to and at the time of any Breach of Confidential 

Information which gives rise to such PCI-DSS Assessment occurring. 

  

3.10. Trade Secret 

Any: 

(i) loss of rights to secure registration of patents; 

(ii) misappropriation of trade secrets; 

due to an unauthorised disclosure by an Insured. This Exclusion 3.9 shall not apply to Loss 

arising out of a Claim against an Insured for a breach of Corporate Information. 

 

3.11. Monetary Value 

(i) the theft of money or securities from an Insured; or 

(ii) the transfer or loss of money or securities from or to an Insured’s accounts or accounts 

under an Insured’s control, including customer accounts. Accounts shall include deposit, credit, 

debit, prepaid and securities brokerage accounts. 

 

3.12. Securities Claims 

Any actual or alleged violation of any law, regulation or rule (whether statutory or common law) 

relating to the ownership, purchase, sale or offer of, or solicitation of an offer to purchase or 

sell, securities. 

However, this Exclusion 3.11 shall not apply to an actual or alleged Claim for failure to notify a 

Regulator of a Breach of Confidential Information. 

 

3.13. USA/Canada 

Any: 

(i) seepage pollution or contamination of any kind; 

(ii) any actual or alleged violation of any responsibilities, obligations or duties imposed by 

the Employee Retirement Income Security Act of 1974 or any amendment thereof; 

(iii) any actual or alleged violation of any provision of the Securities Act of 1933, the Securities 

Exchange Act of 1934 or any similar federal or state law or any common law relating thereto; 

(iv) any actual or alleged violation of the Racketeer Influenced and Corrupt Organisation Act 

18 USC Section 1961 et seq and any amendments thereto or any Rule or Regulation promulgated 

thereunder; or 

(v) punitive and exemplary damages; 

resulting from any Claim made or pending within, or any judgement obtained in, the United 

States of America, Canada or any of their territories or possessions. 

 

 

3.14. War and Terrorism 



  

Any war, terrorism (except Cyber Terrorism), invasion, military action (whether war is declared 

or not), civil war, mutiny, popular or military rising, insurrection, rebellion or revolution, military 

or usurped power or any action taken to hinder or defend against any of these events. 

  

 

Network Interruption Coverage 

This Network Interruption Coverage Section only applies if shown as purchased on the Schedule. 

In consideration of the payment of Premium or agreement to pay the Premium, the Insurer and 

the Policyholder agree as follows. 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Network Interruption Coverage Section. 

All cover under this Network Interruption Coverage Section is written on a primary basis and 

afforded solely with respect to to Insured Events first discovered during the Policy Period and 

reported to the Insurer as required by the General Terms and Conditions and this Network 

Interruption Coverage Section. 

The cover available under this Network Interruption Coverage Section is subject to the Coverage 

Section Limit of Liability and to any Sub–limits specified in the Schedule. 

 

1. Insurance Covers  

1.1. Network Interruption Loss 

The Insurer will pay to the Company any Network Loss incurred by the Company and resulting 

from a Material Interruption to a Company’s Computer System, provided that such Network Loss 

is incurred: 

(i) after the Waiting Hours Period has expired and during the Material Interruption subject 

to a maximum period of 120 days commencing from the expiry of the Waiting Hours Period; 

and/or 

(ii) for a period of 90 days which shall commence as at the resolution of the Material 

Interruption. 

 

 

1.2. Interruption and Mitigation Costs 

The Insurer will pay to or on behalf of the Company any Network Interruption Costs incurred 

after the Waiting Hours Period has expired in mitigating the impact of a Material Interruption to 

a Company’s Computer System. 

Such Network Interruption Costs can only be incurred during the Material Interruption, but 

subject to a maximum period of 120 days commencing from the expiry of the Waiting Hours 

Period. 

 

 

 

 



  

2. Definitions  

The following definitions are specific to this Network Interruption Coverage Section. All other 

definitions set out within Section 4.2 – Definitions of General Applicability of the General Terms 

and Conditions shall apply as stated. 

2.1. Company’s Computers System 

(i) Any computer hardware, software or any other components thereof that are linked 

together through a network of two or more devices accessible through the Internet or internal 

network or that are connected through data storage or other peripheral devices which are owned, 

operated, controlled or leased by the Company. 

(ii) Any employee “Bring Your Own Device” used to access a Company’s Computer System 

or Data contained therein. 

 

2.2. Coverage Section Limit of Liability 

The applicable amount specified in the Coverage Summary of the Schedule. 

  

 

2.3. Cyber Terrorism 

The premeditated use of disruptive activities against a Company Computer System or network, 

or the explicit threat to use such activities, by an individual or group of individuals, whether 

acting alone or on behalf of or in connection with any entity or government, in each case with 

the intention to cause harm, further social, ideological, religious, political or similar objectives, 

or to intimidate any person(s) in furtherance of such objectives. 

Cyber Terrorism does not include any such activities which are part of or in support of any use 

of military force or war. 

 

 

2.4. Data 

Any electronically stored digital or digitalised information or media. 

 

 

2.5. Insured Event 

Any matter or event triggering coverage under Section 1 – Insurance Covers of this Network 

Interruption Coverage Section. 

 

2.6. Loss 

Any amounts covered and payable under Section 1 – Insurance Covers of this Network 

Interruption Coverage Section 

but only to the extent set out in such section. 

 

2.7. Material Interruption 



  

(i) The suspension or degradation of the service provided by the Company’s Computer 

System solely caused by a 

Security Failure; 

(ii) the inability of the Company to access Data due to such Data being deleted, damaged, 

corrupted, altered or lost but only where caused by a Security Failure. 

 

2.8. Network Interruption Costs 

The reasonable and necessary costs and expenses that the Company incurs to minimise the 

Network Loss and/or reduce the impact of a Material Interruption of the service provided by a 

Company’s Computer System, excluding the cost of any forensic or IT consultants. 

 

2.9. Network Loss 

(i) The reduction in net income (whether or not arising from reduction in customers) that 

would have been earned; and 

(ii) expenses incurred, including payroll, in order to ensure continuation of the Company’s 

normal operating procedure. 

 

2.10. Security Failure 

(i) Any intrusion of, unauthorised access (including an unauthorised person using authorised 

credentials) to, or unauthorised use of (including by a person with authorised access) the 

Company’s Computer System, including that which results in or fails to mitigate any: 

a. denial of service attack or denial of access; or, 

 b. receipt or transmission of a malicious code, malicious software or virus; 

(ii) the loss of Data arising from the physical theft or loss of hardware controlled by the 

Company. 

 

 

2.11. Waiting Hours Period 

The number of hours as defined in the Schedule, commencing at the beginning of a Material 

Interruption. 

 

 

3. Exclusions  

The following Exclusions are specific to this Network Interruption Coverage Section and shall 

apply in addition to the exclusions set out within Section 5 – Exclusions of the General Terms 

and Conditions. 

The Insurer shall not be liable for Loss arising out of, based upon or attributable to: 

 

 



  

3.1. Anti–Trust 

Any actual or alleged antitrust violation, restraint of trade or unfair competition. 

 

 

3.2. Betterment 

(i)  Any updating, upgrading, enhancing or replacing any Company’s Computer 

System to a level beyond that which existed prior to the occurrence of a Material Interruption; 

or 

(ii) the removal of software program errors or vulnerabilities. 

 

3.3. Bodily Injury & Property Damage 

Any: 

(i) physical injury, sickness, disease or death; 

(ii) loss or destruction of tangible property, other than Data. 

 

 

3.4. Business Conditions 

The impact of unfavourable business conditions. 

 

 

3.5. Natural Disaster 

Any fire, smoke, explosion, lightening, wind, water, flood, earthquake, volcanic eruption, tidal 

wave, landslide, hail, Act of God or any other physical event howsoever caused. 

 

3.6. Patent 

Any infringement of patents. 

 

 

3.7. Trade Secret 

Any: 

(i) loss of rights to secure registration of patent; 

 (ii) misappropriation of a trade secrets; 

due to unauthorised disclosure by a Company. 

 

 

 



  

3.8. Infrastructure 

Any; 

(i) electrical or mechanical failure of infrastructure not under the control of the Company, 

including any electrical power interruption, surge, brownout or blackout. However, this does not 

apply to a Company’s Computer System; 

(ii) failure of telephone lines, data transmission lines, or other telecommunications or 

networking infrastructure not under the control of a Company; 

(iii) satellite failure. 

 

 

3.9. Third Parties 

Claims made by third parties or penalties paid to third parties. 

 

 

3.10. War and Terrorism 

Any war, terrorism (except Cyber Terrorism) invasion, military action (whether war is declared 

or not), civil war, mutiny, popular or military rising, insurrection, rebellion or revolution, military 

or usurped power or any action taken to hinder or defence against any of these events. 

 

 

4. Conditions  

The following conditions are specific to this Network Interruption Coverage Module and shall 

apply in addition to the conditions set out within the General Terms and Conditions. 

4.1. Proof of Loss 

In addition to the requirements to give notice to the Insurer under Section 3.1 – Notice and 

Reporting of the General Terms and Conditions, and before coverage under this Network 

Interruption Coverage Section shall apply, the Company must also: 

(i) complete and sign a written, detailed and affirmed proof of loss within one hundred and 

eighty (180) days after the resolution of the Material Interruption (unless this period is otherwise 

extended in writing by the Insurer) which will include: 

a. a full description of the Network Interruption Costs or Network Loss and the 

circumstances of such 

Network Interruption Costs or Network Loss; 

b. a detailed calculation of any Network Loss; and 

c. all underlying documents and materials that reasonably relate to or form a part of the 

basis of the proof of the 

Network Interruption Costs or Network Loss; 

(ii) upon the Insurer’s request promptly respond to requests for information. All adjusted 

claims are due and payable forty–five (45) days after: 



  

a. the presentation of the satisfactory written proof of Network Loss and Network 

Interruption Costs as provided for in (a) and (b) above; and 

  

 

b. the subsequent written acceptance thereof by the Insurer. 

The costs and expenses of establishing or proving Network Loss and/or Network Interruption 

Costs under this Network Interruption Coverage Section, including those associated with 

preparing the proof of loss, shall be the obligation of the Company and are not covered under 

this Policy. The Insurer will, however, meet the reasonable costs of the Company’s auditors or 

external accountants in attending meetings and interviews and in providing such information as 

the Insurer shall request to verify and adjust the claim for Network Loss and/or Network 

Interruption Costs (as applicable). 

 

4.2. Appraisal 

If the Company and the Insurer disagree on the extent of Network Loss or Network Interruption 

Costs, either may make a written demand for an appraisal of such Network Loss or Network 

Interruption Costs. If such demand is made, each party will select a competent and impartial 

appraiser. The appraisers will then jointly select an expert who has not less than ten (10) years’ 

standing and who is a partner in a major international accounting firm, experienced in assessing 

loss of this nature. Each appraiser will separately state the extent of Network Loss or Network 

Interruption Costs. If they fail to agree, they will submit their differences to the expert. Any 

decision by the expert will be final and binding. 

The Company and the Insurer will (i) pay their own costs, including the costs of their respective 

chosen appraiser, and (ii) bear the expenses of the expert equally. 

  

 

Event Management Coverage 

This Event Management Coverage Section only applies if shown as purchased on the Schedule. 

In consideration of the payment of Premium, or agreement to pay the Premium, the Policyholder 

and the Insurer agree as follows. 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Event Management Coverage Section. 

All coverages under this Event Management Coverage Section are written specifically on a 

primary basis and cover under this Event Management Coverage Section is afforded solely with 

respect to Insured Events first discovered during the Policy Period and reported to the Insurer 

as required by the General Terms and Conditions. 

The cover under this Event Management Coverage Section is subject to the Coverage Section 

Limit of Liability and to any Sub–limits specified in the Schedule. 

 

 

1. Insurance Covers  

 



  

 

1.1. Event Management 

The Insurer will pay to or on behalf of the Company all Loss for: 

(i) Legal Services; 

(ii) IT Services; 

(iii) Data Restoration; 

(iv) Reputational Protection Services; 

(v) Notification Costs; and, 

(vi) Credit Monitoring and ID Monitoring; 

incurred solely as a result of an Insured Event that has occurred or is reasonably believed by 

the Company and the Insurer to have occurred. 

Such fees, costs and expenses will only be paid by the Insurer to the extent that they are incurred 

within one year from the date of notification to the Insurer of the Insured Event in accordance 

with the General Terms and Conditions. 

 

 

2. Definitions  

The following definitions are specific to this Event Management Coverage Section. All other 

definitions set out within Section 4.2 – Definition of General Applicability of the General Terms 

and Conditions shall apply as stated. 

 

2.1. Breach of Confidential Information 

The unauthorised disclosure or transmission of any Confidential Information for which the 

Company is responsible. 

2.2. Company’s Computer System 

(i) Any computer hardware, software or any components thereof that are linked together 

through a network of two or more devices accessible through the Internet or internal network 

or that are connected through data storage or other peripheral devices which are owned, 

operated, controlled or leased by the Company; 

(ii) any employee “Bring Your Own Device” used to access a Company’s Computer System 

or Data contained therein; and, 

(iii) any cloud service and other hosted computer resources, used by the Company and 

operated by a third party service provider under a written contract between such third party 

service provider and the Company. 

 

2.3. Confidential Information 

Corporate Information and Personal Information in a Company’s or Information Holder’s care, 

custody or control or for which a Company or Information Holder is legally responsible. 

 

 



  

2.4. Corporate Information 

Any third party’s items of information that are not available to the public and/or trade secrets, 

data, designs, forecasts, formulas, practices, processes, records, reports, documents subject to 

contractual or legal protection. 

 

2.5. Coverage Section Limit of Liability 

The applicable amount specified in the Coverage Summary of the Schedule. 

 

2.6. Credit Monitoring and ID Monitoring 

Following notification to Data Subjects under Notification Costs, all reasonable and necessary 

fees, costs and expenses incurred by the Insured, with the Insurer’s prior written consent, for 

credit or identity theft monitoring services to identify possible misuse of any Personal 

Information as a result of an actual or suspected Breach of Confidential Information, including 

the reasonable and necessary premium for any identity theft insurance. 

2.7. Crisis Consultant 

Any consultant appointed by the Insurer or the Response Advisor, or any other consultant 

appointed by the Company that has been approved by the Insurer in advance of such 

appointment, to provide Reputational Protection Services. 

 

2.8. Cyber Terrorism 

The premeditated use of disruptive activities against a Company Computer System or network, 

OSP’s Computer System or network, or the explicit threat to use such activities, by an individual 

or group of individuals, whether acting alone or on behalf of or in connection with any entity or 

government, in each case with the intention to cause harm, further social, ideological, religious, 

political or similar objectives, or to intimidate any person(s) in furtherance of such objectives. 

Cyber Terrorism does not include any such activities which are part of or in support of any use 

of military force or war. 

 

2.9. Data 

Any electronically stored digital or digitalised information or media. 

 

 

2.10. Data Protection Legislation 

The General Data Protection Regulation 679/2016 of European Parliament and Council of the 

European Union and any subsequent legislation that alters, repeals or replaces such data 

protection act and any and all other equivalent laws and regulations relating to the regulation 

and enforcement of data protection and data privacy in any country. 

  

2.11. Data Restoration 

Actions taken by or on behalf of the Company to: 



  

(i) determine whether any Data held by the Company, can or cannot be restored or 

recreated; 

(ii) restore or recreate any Data held by the Company, where such Data is not machine 

readable or is corrupted; or, 

(iii) reload and re–customise licensed software operated by the Company where the licensed 

software is not machine readable. 

 

2.12. Data Subject 

Any natural person whose Personal Information has been either collected, stored or processed 

by or on behalf of the Company. 

 

 

2.13. Information Commissioner 

The Hellenic Data Protection Authority or authority that replaces such a role under laws and 

regulations relating to the regulation and enforcement of data protection and data privacy in 

Greece and any equivalent authority in any other jurisdiction. 

 

2.14. Information Holder 

A third party that; 

(i) a Company has provided Confidential Information to, or; 

(ii) has received Confidential Information on behalf of a Company. 

 

 

2.15. Insured 

(i) the Company; 

(ii) any natural person who is or has been a director, principal, partner or director (including 

any Responsible Officer) of the Company to the extent such person is or was acting in such 

capacity; 

(iii) any natural person who is or has been an employee of the Company; 

(iv) any independent contractor under the direction and supervision of the Policyholder but 

only in relation to the services provided by the independent contractor to the Policyholder; and 

(v) any estates or legal representatives of any Insured described in (i), (ii) and (iii) of this 

definition to the extent that a Claim is brought against them in respect of an act, error or 

omission of such Insured. 

 

 

2.16. Insured Event 

Any: 

(i) Breach of Confidential Information; 



  

(ii) Security Failure, or; 

(iii) Operational Failure. 

  

 

2.17. IT Services 

Action taken by an IT Specialist to: 

(i) substantiate whether a Security Failure or Operational Failure has occurred, how it 

occurred and whether it is still occurring; 

(ii) identify whether such Security Failure or Operational Failure has resulted in a Breach of 

Confidential Information and identifying any compromised Data; 

(iii) establish the extent to which the Confidential Information may have been compromised; 

and 

(iv) contain and resolve an Insured Event and making recommendations to prevent or 

mitigate. 

 

 

2.18. IT Specialist 

An Information Technology services firm appointed by the Company that has been approved in 

advance of such appointment by the Insurer. 

 

2.19. Legal Services 

Services provided by a Response Advisor for the purpose of: 

(i) co–ordinating the IT Specialist or Crisis Consultants, advising, notifying and 

corresponding on any notification requirements with any relevant Regulator; or, 

(ii) monitoring complaints raised by Data Subjects and advising the Insured on responses to 

an Insured Event for the purposes of minimising harm to the Company, including actions taken 

to maintain and restore public confidence in the Company. 

 

2.20. Loss 

Reasonable fees, costs and expenses covered under Insurance Cover 1.1 – Event Management 

of this Event Management Coverage Section, but only to the extent set out in Insurance Cover 

1.1 – Event Management. 

 

2.21. Newsworthy Event 

The actual or threatened public communication or reporting in any media which arises directly 

out of an actual or potential or suspected Insured Event, which is likely to bring the Company or 

any Insured into disrepute or tarnish its reputation and/or damage public confidence in the 

Company. 

 

 



  

2.22. Notification Costs 

Costs associated with: 

(i) setting up and operating call centres; 

(ii) preparation and notification to Data Subjects and/or any relevant Regulator; and, 

(iii) the investigation and collation of information; 

incurred as a result of any actual or suspected Breach of Confidential Information. 

  

2.23. Operational Failure 

Any accidental, negligent or unintentional act or failure to act by an employee of the Company 

or an employee of any third party service provider whilst operating, maintaining or upgrading 

the Company’s Computer System. 

2.24. Personal Information 

Any information that relates to a natural person and that is non–public information capable of 

individually identifying such natural person. Personal Information shall include a natural persons’ 

name, email address, telephone number, credit card or debit card number, account and other 

banking information, medical information, or any other data protected under any data privacy 

law or regulations. 

 

2.25. Regulator 

An Information Commissioner or statutory body established pursuant to Data Protection 

Legislation in any jurisdiction and which is authorised to enforce statutory obligations in relation 

to the collecting, storing, processing or control of Confidential Information. A Regulator shall also 

mean any other regulator who makes a demand on the Insured in relation to Data Protection 

Legislation. 

 

2.26. Reputational Protection Services 

Advice and support from a Crisis Consultant (including advice concerning media strategy and 

independent public relations services) in order to mitigate or prevent the potential adverse effect, 

or reputational damage, of a Newsworthy Event including the design and management of a 

communications strategy. 

 

 

2.27. Response Advisor 

Any law firm appointed by the Insurer, or any other law firm appointed by the Company that 

has been approved by the Insurer in advance of such appointment, to provide Legal Services. 

 

2.28. Security Failure 

(i) Any intrusion of, unauthorised access (including an unauthorised person using authorised 

credentials) to, or unauthorised use of (including by a person with authorised access) the 

Company’s Computer System, including that which results in or fails to mitigate any: 

a. denial of service attack or denial of access; or, 



  

b. receipt or transmission of a malicious code, malicious software or virus; 

(ii) the loss of Data arising from the physical theft or loss of hardware controlled by the 

Company. 

 

 

3. Exclusions  

The following exclusions are specific to this Event Management Coverage Section and shall apply 

in addition to the exclusions set out within Section 5 – Exclusions of the General Terms and 

Conditions. 

The Insurer shall not be liable for any Loss arising out of, based upon or attributable to: 

 

 

3.1. Anti–Trust 

Any actual or alleged antitrust violation, restraint of trade or unfair competition. 

  

3.2. Betterment 

(i) Any updating, upgrading, enhancing or replacing any Company’s Computer System to a 

level beyond that which existed prior to the occurrence of a Security Failure or Operational 

Failure; or 

(ii) The removal of software program errors or vulnerabilities. 

 

3.3. Bodily Injury & Property Damage 

Any: 

(i) physical injury, sickness, disease or death; 

(ii) loss or destruction of tangible property, other than Data. 

 

 

3.4. Infrastructure 

Any: 

(i) electrical or mechanical failure of infrastructure not under the control of the Insured, 

including any electrical power interruption, surge, brownout or blackout. However, this does not 

apply to a Company’s Computer System; 

(ii) failure of telephone lines, data transmission lines, or other telecommunications or 

networking infrastructure not under the control of an Insured; 

(iii) satellite failure. 

 

 

3.5. Patent 



  

Any infringement of patents. 

 

 

3.6. Trade Secret 

Any; 

(i) loss of rights to secure registration of patents 

(ii) misappropriation of trade secrets; 

due to an unauthorised disclosure by an Insured. 

 

 

3.7. War and Terrorism 

Any war, terrorism (except Cyber Terrorism) invasion, military action (whether war is declared 

or not), civil war, mutiny, popular or military rising, insurrection, rebellion or revolution, military 

or usurped power or any action taken to hinder or defence against any of these events. 

  

 

Cyber Extortion Coverage 

This Cyber Extortion Coverage Section only applies if shown as purchased on the Schedule. 

In consideration of the payment of Premium or agreement to pay the Premium, the Policyholder 

and the Insurer agree as follows. 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Cyber Extortion Coverage Section. 

All cover under this Cyber Extortion Coverage Section is afforded solely with respect to Insured 

Events first discovered during the Policy Period and reported to the Insurer as required by the 

General Terms and Conditions and by this Cyber Extortion Coverage Section. 

The cover available under this Cyber Extortion Coverage Section is subject to the Coverage 

Section Limit of Liability and to any Sub–limits specified in the Schedule. 

 

Cyber Extortion Schedule 

Cyber Extortion Advisor Insert Name 

1. Insurance Covers  

1.1. Cyber Extortion 

The Insurer will pay to or on behalf of the Company all Loss that an Insured incurs solely as a 

result of an Extortion Threat. 

 

2. Definitions  

The following definitions are specific to this Cyber Extortion Coverage Section. All other 

definitions set out within Section 4.2 – Definitions of General Applicability of the General Terms 

and Conditions shall apply as stated. 



  

 

2.1. Company’s Computer System 

(i) Any computer hardware, software or any components thereof that are linked together 

through a network of two or more devices accessible through the Internet or internal network 

or that are connected through data storage or other peripheral devices which are owned, 

operated, controlled or leased by the Company. 

(ii) any employee “Bring Your Own Device” used to access a Company’s Computer System 

or Data contained therein; and 

(iii) any cloud service and other hosted computer resources, used by the Company and 

operated by a third party service provider under a written contract between such a third party 

service provider and the Company. 

 

2.2. Coverage Section Limit of Liability 

The applicable amount specified in the Coverage Summary of the Schedule. 

 

2.3. Cyber Extortion Advisor 

The firm listed in the Cyber Extortion Schedule. 

  

2.4. Cyber Terrorism 

The premeditated use of disruptive activities against a Company Computer System or network, 

OSP’s Computer System or network, or the explicit threat to use such activities, by an individual 

or group of individuals, whether acting alone or on behalf of or in connection with any entity or 

government, in each case with the intention to cause harm, further social, ideological, religious, 

political or similar objectives, or to intimidate any person(s) in furtherance of such objectives. 

Cyber Terrorism does not include any such activities which are part of or in support of any use 

of military force or war. 

 

2.5. Data 

Any electronically stored digital or digitalised information or media. 

 

2.6. Extortion Threat 

Any threat to a Company’s Computer System, including any threat to: 

(i) release, divulge, disseminate, destroy or use Data acquired through the unauthorised 

access or use of the 

Company’s Computer System; 

(ii) introduce a malicious code into a Company’s Computer System or use the Company’s 

Computer System as a vehicle to transmit malicious code; 

(iii) corrupt, damage or destroy the Company’s Computer System; 

a. electronically communicate with the Company’s customers and falsely claim to be the 

Insured or acting under the direction of the Insured in order to falsely obtain personal information 



  

of the Company’s customers (also known as “pharming”, “phishing”, or other types of false 

communications); 

b. restrict or hinder access to the Company’s Computer System; or 

c. disclose electronic or non–electronic Confidential Information, 

(iv) execute a denial of service attack on the Company’s Computer System. 

that involves an actual or threatened unauthorised access by a third party to the Company’s 

Computer System causing financial and reputational harm to the Company. 

Extortion Threat shall also include any connected series of such threats communicated to the 

Insured. 

 

2.7. Insured 

(i) the Company; 

(ii) any natural person who is or has been a director, principal, partner or director (including 

any Responsible Officer) of the Company to the extent such person is or was acting in such 

capacity; 

(iii) any natural person who is or has been an employee of the Company; 

(iv) any independent contractor under the direction and supervision of the Policyholder, but 

only in relation to the services provided by the independent contractor to the Policyholder; and 

(v) any estates or legal representatives of any Insured described in (i), (ii) and (iii) of this 

definition to the extent that a Claim is brought against them in respect of an act, error or 

omission of such Insured. 

 

2.8. Insured Event 

Any matter or event triggering coverage under Section 1 – Insurance Covers of this Cyber 

Extortion Coverage Section. 

  

 

2.9. Loss 

Any: 

(i) any cash, monetary instrument or the fair market value of any property or services which 

the Insured has paid, to prevent or end an Extortion Threat. 

(ii) reasonable and necessary fees, costs and expenses of the Cyber Extortion Advisor to 

conduct an investigation to determine the cause of and to end an Extortion Threat. 

 

 

3. Exclusions  

The following exclusions are specific to this Cyber Extortion Coverage Section and shall apply in 

addition to the exclusions set out within Section 5 – Exclusions of the General Terms and 

Conditions. 

The Insurer shall not be liable for any Loss arising out of, based upon or attributable to: 



  

 

3.1. Anti–trust 

Any actual or alleged antitrust violation, restraint of trade or unfair competition. 

 

3.2. Bodily Injury and Property Damage 

Any: 

(i) physical injury, sickness, disease or death. However this Exclusion 3.2 shall not apply in 

respect of nervous shock, emotional distress, mental anguish or mental injury unless arising out 

of the foregoing; or 

(ii) loss or destruction of tangible property, other than Data. 

 

3.3. Government Entity or Public Authority 

Any Extortion Threat made by any government entity or public authority. 

 

3.4. Infrastructure 

Any: 

(i) electrical or mechanical failure of infrastructure not under the control of the Insured, 

including any electrical power interruption, surge, brownout or blackout. However, this does not 

apply to a Company’s Computer System; 

(ii) failure of telephone lines, data transmission lines, or other telecommunications or 

networking infrastructure not under the control of an Insured; 

(iii) satellite failure. 

 

3.5. Patent 

Any infringement of patents. 

 

3.6. Trade Secret 

Any: 

(i) loss of rights to secure registration of patents; 

(ii) misappropriation of trade secrets; 

due to an unauthorised disclosure by an Insured. 

  

 

3.7. War and Terrorism 

Any war, terrorism (except Cyber Terrorism) invasion, military action (whether war is declared 

or not), civil war, mutiny, popular or military rising, insurrection, rebellion or revolution, military 

or usurped power or any action taken to hinder or defence against any of these events. 

 



  

 

4. Conditions  

The following conditions are specific to this Cyber Extortion Coverage Module and shall apply in 

addition to the conditions set out within the General Terms and Conditions. 

 

4.1. Notice 

In addition to the requirements at Section 3.1 – Notice and Reporting of the General Terms and 

Conditions, it is a condition precedent to liability under this Cyber Extortion Coverage Section 

that in the event of an Extortion Threat the Insured shall immediately inform the Cyber Extortion 

Advisor by contacting the number specified in the Schedule and shall provide all relevant 

information as soon as possible to the Cyber Extortion Advisor. 

 

4.2. Confidentiality 

The Policyholder and the Insured will use all reasonable efforts not to disclose the existence of 

this Policy. 

 

4.3. Regulatory Notifications 

The Insured shall allow the Insurer (or the Insurer’s nominated representatives) to notify the 

police or other responsible law enforcement authorities of any Extortion Threat. 

  

 

General Terms and Conditions 

In consideration of the payment of the Premium, or agreement to pay the Premium, the Insurer 

and the Policyholder agree as follows: 

These General Terms and Conditions shall apply to all Coverage Sections, unless a Coverage 

Section states specifically that all or part of these General Terms and Conditions shall not apply 

to such specific Coverage Section. The terms, conditions and limitations set forth in each 

Coverage Section shall only apply to that particular Coverage Section. The definitions shall have 

the meaning given to them either in Section 4.1 of these General Terms and Conditions or in the 

Coverage Section it is used in. 

 

 

1. Limits and Retentions  

1.1. Limits of Liability 

The total amount payable by the Insurer under this Policy for all Claims, Insured Events in the 

aggregate during the Policy Period or Optional Discovery Period, shall not exceed the Policy 

Aggregate Limit of Liability. Coverage Section Limits of Liability, any Sub–limits of liability, 

Extensions (where applicable) and Defence Costs are part of that amount and are not payable 

in addition to the Policy Aggregate Limit of Liability. Any payments of Loss under any Coverage 

Section shall erode the Policy Aggregate Limit of Liability. The inclusion of more than one 

Company under this Policy does not operate to increase the total amount payable by the Insurer 

under this Policy. 



  

Where a sub–limit of liability is stated under Policy Extensions the Schedule, then each such 

sub–limit shall be the maximum limit of the Insurer’s liability for all Losses or other amounts 

payable arising out of all Claims and Insured Events during the Policy Period in relation to the 

insurance cover or extension within the Coverage Section(s) to which the sub–limit applies. 

 

 

1.2. Retentions 

The Insurer shall only indemnify the Policyholder for Losses incurred in excess of the Retention. 

For the avoidance of doubt, the Retention also applies to Defence Costs. The Insurer may, in its 

sole and absolute discretion, advance all or part of the Retention, and, in that event, such 

amounts shall be reimbursed to the Insurer by the Company forthwith. 

The Retention is to be borne by the Policyholder and shall remain uninsured. In the event that a 

Single Claim triggers more than one Retention (including any Waiting Hours Period) then, as to 

such Single Claim, the highest monetary amount of such Retentions shall be the Retention 

applicable to the Loss. 

The Retentions applicable to each Coverage Section are set in the Schedule and the application 

of a Retention to a Loss under one Coverage Section shall not reduce the Retention under any 

other Coverage Section. 

 

 

1.3. Subrogation 

Where any amount is paid under this Policy in respect of a Claim or Insured Event, the Insurer 

shall be subrogated to all rights of recovery of the Company (whether or not the Company has 

been fully compensated for its actual loss). The Insurer shall be entitled to pursue and enforce 

such rights in the name of the Company and the Company shall provide the Insurer with all 

reasonable assistance and co–operation in this regard including the execution of any necessary 

documents. The Company shall not do anything to prejudice the Insurer’s rights of recovery. 

Any amount recovered in excess of the Insurer’s total payment under this Policy (less any cost 

of recovery) shall be returned to the Company. The Insurer may at its sole discretion waive, by 

written agreement, any of its rights of subrogation pursuant to this Section 1.3 –– Subrogation. 

  

1.4. Recovery of Limits 

In the event the Insurer recovers amounts it paid under this Policy, the Insurer shall reinstate 

the Limits of Liability of this Policy to the extent of such recovery, less its costs incurred in 

administering and obtaining such recovery. The Insurer assumes no duty to seek a recovery of 

any amounts paid under this Policy. 

 

1.5. Automatic Discovery Period 

The Policyholder will be entitled to a Discovery Period automatically for a period of sixty (60) 

days if this Policy is not renewed or replaced (the “Automatic Discovery Period”). The Automatic 

Discovery Period is non–cancellable and shall not apply if this Policy is avoided, rescinded or 

cancelled. The Automatic Discovery Period shall not apply where an Optional Discovery Period 

has been purchased or to any Claim or Insured Event covered under any renewal or replacement 

of this Policy (or any policy providing similar cover), or to any Claim or Insured Event that would 



  

have been covered, but for the exhaustion of the amount of insurance applicable to such Claim 

or Insured Event that is within any applicable Retention. 

 

1.6. Optional Discovery Period 

Solely with respect to the Professions, Media Liability, Technology Services & Technology 

Products and Data Protection & Cyber Liability Coverage Sections, the Policyholder shall be 

entitled to purchase a Discovery Period of a period up to three (3) years if this Policy is not 

renewed or replaced (the “Optional Discovery Period”). Provided that the Policyholder makes a 

request for such an Optional Discovery Period and makes payment of the applicable additional 

premium amount being: 

(i) one hundred percent (100%) of the Full Annual Premium, for a period of one (1) year; 

(ii) one hundred and seventy–five percent (175%) of the Full Annual Premium, for a period 

of two (2) years; or 

(iii) two hundred percent (200%) of the Full Annual Premium, for a period of three (3) years; 

If the Policyholder exercises its rights to purchase an Optional Discovery Period, that period 

incepts at the end of the Policy Period and there shall be no Automatic Discovery Period. The 

right to purchase an Optional Discovery Period shall terminate unless written notice of election, 

together with any additional premium due, is received by the Insurer no later than thirty (30) 

days after the effective date of the cancellation or non–renewal. The Optional Discovery Period 

shall not apply to any Claim or Insured Event covered under any renewal or replacement of this 

Policy or any policy providing similar cover, or to any Claim or Insured Event that would have 

been covered, but for the exhaustion of the amount of insurance applicable to such Claim or 

Insured Event that is within any applicable Retention. 

For the purposes of this Section 1.6 – Optional Discovery Period, “Full Annual Premium” means 

the Premium plus any additional premium charged for any Endorsements applied to the Policy 

during the Policy Period. 

Any Discovery Period cannot be cancelled and any additional premium charged for an Optional 

Discovery Period shall be fully earned at inception of the Optional Discovery Period. 

 

 

2. Claims  

2.1. Notice and Reporting 

The cover provided under this Policy is granted solely with respect to  

(i) Claims first made against the Company, and 

(ii) Insured Events first occuring during the Policy Period, or any applicable Automatic Discovery 

Period or Optional Discovery Period or which are deemed to have been so first made or have so 

occurred under Section 2.2 – Related Claims, Insured Events or Circumstances. 

The Company shall, as soon as possible, provide written notice to the Insurer of: 

  

 

(i) any Claim first made against the Company or any Insured Event as soon as practicable, 

after the Company's Responsible Officer first becomes aware of such a Claim or other Insured 

Event; 



  

(ii) any circumstances that the Company’s Responsible Officer may become aware of and 

which may reasonably be expected to give rise to a Claim or an Insured Event. 

In all events, notice must be given no later than: 

(i) sixty (60) days after the end of the Policy Period; or 

(ii) prior to the expiry of the Automatic Discovery Period, or where purchased, the Optional 

Discovery Period. All notifications must be in writing to: 

INSURANCE COMPANY DETAILS 

by e–mail to XXXX.com ; or 

by post and the date of posting shall constitute the date that notice was given, and proof of 

posting shall be sufficient proof of notice. 

It is understood and agreed between the parties that this condition precedent goes to the risk 

as a whole and that any breach of such condition will avoid the liability of the Insurer under this 

Policy, 

 

2.2. Related Claims, Insured Events or Circumstances 

If notice of a Claim, an Insured Event or circumstance is given as required by this Policy then 

any subsequent Claim, Insured Event or circumstance that constitutes a Single Claim with that 

Claim, Insured Event or circumstance shall be deemed to have first been made at the same time 

as that Claim was first made, Insured Event first occurred or circumstance was first notified, and 

reported to the Insurer at the time the required notices were first provided. 

 

2.3. Defence/Settlement 

The Insurer has the right but no obligation to defend, and the Company(s) shall defend and 

contest any Claim made against them unless the Insurer, in its sole and absolute discretion, 

elects in writing to take over and conduct the defence and settlement of any Claim. If the Insurer 

does not so elect, it shall be entitled, but not required, to participate fully in such defence and 

the negotiation of any settlement that involves or appears reasonably likely to involve the Insurer 

making a payment under this Policy. 

In the event that the Insurer decides that legal representation is necessary in relation to any 

Claim or Insured Event (such decision to be at the sole discretion of the Insurer) then the Insurer 

shall select one of its legal panel to provide such legal representation. The Insurer has the right 

at any time after notification of a Claim or Insured Event to make a payment to the Company of 

the unpaid balance of the Limit of Liability, and upon making such payment, all obligations of 

the Insurer to the Company under this Policy, including, if any, those relating to defence of such 

Claim or Insured Event, shall cease. 

 

 

2.4. Insurer’s Consent 

The Company shall not admit or assume any liability, enter into any settlement agreement, 

consent to any judgment, incur any Defence Costs or incur any amounts where consent is 

required under any Coverage Section without the prior written consent of the Insurer (which 

shall not be unreasonably withheld or denied, provided that the Insurer shall be entitled to 

exercise all of its rights under the Policy). Only liabilities, settlements, judgments and Defence 

Costs consented to by the Insurer, and judgments resulting from Claims defended in accordance 



  

with this Policy or other Insured Events handled in accordance with this Policy, shall be 

recoverable as Loss under this Policy. 

Compliance with a legal obligation to give notice in respect of an actual or potential breach of 

Data Protection Legislation will not be considered as an admission of liability for the purposes of 

this Section 2.4 – Insurer's Consent. 

 

2.5. Insured’s Consent 

The Insurer may make any settlement of any Claim or Insured Event it deems expedient with 

respect to any Company, subject to such Company’s written consent (which shall not be 

unreasonably withheld or denied). If the Company unreasonably withholds or denies consent to 

such settlement, the Insurer's liability for all Loss on account of such Claim or Insured Event 

shall not exceed the amount for which the Insurer could have settled such Claim or Insured 

Event, plus Defence Costs incurred as of the date such settlement was proposed in writing by 

the Insurer, less coinsurance (if any) and the applicable Retention. 

 

2.6. Cooperation 

The Company will at their own cost: (i) render all reasonable assistance to the Insurer and co–

operate in the investigation, defence, settlement or appeal of any Claim or Insured Event and 

the assertion of indemnification and contribution rights; (ii) use due diligence and do and concur 

in doing all things reasonably practicable to avoid or diminish any Loss under this Policy; (iii) 

give such information and assistance to the Insurer as the Insurer may reasonably require to 

enable it to investigate any Loss or determine the Insurer’s liability under this Policy. 

 

2.7. Other Insurance 

With the exception of Coverage Sections specifically stated to be written on a primary basis, all 

other Coverage Sections of this Policy shall always apply excess over any other valid and 

collectible insurance unless such other insurance is expressly written to be excess over the Limit 

of Liability provided by this Policy. 

 

 

2.8. Allocation 

In the event that any Claim or Insured Event involves both covered matters and matters not 

covered under this Policy, a fair and proper allocation of any cost of defence, damages, 

judgments and/or settlements shall be made between each Company and the Insurer taking into 

account the relative legal and financial exposures attributable to covered matters and matters 

not covered under this Policy. 

 

 

2.9. Fraudulent Claims 

If any Insured shall give any notice or claim cover for any Loss under this Policy knowing such 

notice or claim to be false or fraudulent as regards amounts or otherwise, such Loss shall be 

excluded from cover under the Policy, and the Insurer shall have the right, in its sole and 

absolute discretion, to avoid its obligations under or void this Policy in its entirety, and in such 



  

case, all cover for Loss under the Policy shall be forfeited and all premium deemed fully earned 

and non-refundable. 

 

 

3. General Provisions  

3.1. Cancellation by Policyholder 

This Policy may be cancelled by the Policyholder providing written notice to the Insurer. If no 

Claim has been made or Insured Event has arisen and no circumstance has been notified prior 

to such cancellation, the Insurer shall retain the pro–rata proportion of Premium due for time on 

risk. Otherwise, the Premium shall not be returned and shall be deemed fully earned at the 

inception date. 

3.2. Cancellation by Insurer 

This Policy may not be cancelled by the Insurer except for non–payment of the Premium by the 

Policyholder. 

This policy may be cancelled by the Insurer delivering to the Policyholder by registered, certified, 

other first class mail or other reasonable delivery method, at the address of the Policyholder set 

out in the Schedule, written notice stating when, not less than thirty (30) days, the cancellation 

shall be effective.   Proof of mailing or delivery of such notice shall be sufficient proof of notice 

and this policy shall be deemed cancelled as to all Insureds at the date and hour specified in 

such notice. In such case, the Insurer shall be entitled to a pro-rata proportion of the Premium. 

Payment or tender of any unearned premium by the Insurer shall not be a condition precedent 

to the effectiveness of cancellation, but such payment shall be made as soon as practicable. 

 

3.3. Insolvency 

Insolvency, receivership or bankruptcy of the Company shall not relieve the Insurer of any of its 

obligations hereunder. 

 

 

3.4. Policy Administration 

The Policyholder shall act on behalf of each and every Company with respect to: (1) negotiating 

the terms and conditions of and binding cover; (2) the exercise of all rights of the Company 

under this Policy; (3) all notices; (4) Premiums; (5) Endorsements to this Policy; (6) the 

appointment of a member of the legal panel to defend a Claim or in relation to an Insured Event; 

(7) dispute resolution; and (8) the receipt of all amounts payable to the Company by the Insurer 

under this Policy. 

 

3.5. Assignment 

This Policy and any rights under or in respect of it cannot be assigned without the prior written 

consent of the Insurer. 

 

 

 



  

3.6. Territorial limit and Scope and Governing Law 

This Policy shall apply to any Claim made against an Insured in the territory specified on the 

policy schedule and falls under the jurisdiction specified in the Schedule as well. 

 

This Policy and any disputes or claim arising out of or in connection with it or its subject matter 

or formation (including non-contractual disputes or claims) shall be governed by and construed 

in accordance with the laws of Greece. 

 

 

3.7. Interpretation 

The descriptions in the headings and titles of this Policy are solely for reference and convenience 

and do not lend any meaning to this contract. Words and expressions in the singular shall include 

the plural and vice versa. Words following the terms including, include or any similar expression 

shall be construed as illustrative. All references to specific legislation include amendments to 

and re–enactments of such legislation and similar legislation in any jurisdiction in which a Claim 

is made or an Insured Event occurs. References to positions, offices or titles shall include their 

equivalents in any jurisdiction in which Claim is made or an Insured Event occurs. Words in bold 

typeface have special meaning and are defined in these General Terms and Conditions or in the 

applicable Coverage Section. Words that are not specifically defined in this Policy have the 

meaning normally attributed to them. 

  

 

3.8. Dispute Resolution 

Any dispute regarding any aspect of this Policy, or any matter relating to cover thereunder which 

cannot be resolved by agreement within 30 days, may be referred to binding arbitration by either 

party, upon giving seven (7) days’ notice to the other, in the Greek court of arbitration, whose 

rules shall be deemed incorporated by reference into this Section 3.8 – Dispute Resolution and 

the cost shall be borne equally between the Insured and Insurer 

3.9.1 Fair Presentation 

Prior to the inception date, and a variation of this Policy, the Company must make a fair 

presentation of the risk to be insured under this Policy. 

A fair presentation of the risk is one: 

(i) which discloses every material circumstance that the Information Holders know or ought 

to know; or 

(ii) failing that, which gives the Insurer sufficient information to put a prudent Insurer on 

notice that it needs to make further enquiries for the purpose of revealing those material 

circumstances. 

For the purposes of this clause the Information Holders ought to know what should reasonably 

have been revealed by a reasonable search of information available to the Company, including 

information held by the Company's agents or by those for whom cover is provided by this Policy; 

and an Information Holder is deemed to know any circumstance which he suspected, and would 

have known but for deliberately refraining from confirming or enquiring about it; 

(i) which makes that disclosure in a manner which would be reasonably clear and accessible 

to a prudent Insurer; and 



  

(ii) in which every material representation: 

a. as to a matter of fact, is substantially correct; 

b. as to a matter of expectation or belief, is made in good faith. 

For the purposes of this clause the "Information Holders" consist of those who participate on 

behalf of the Company in the process of procuring the Insured's insurance together with: 

(i) (if the Company is an individual) the Company; 

(ii) (in all other cases) the individuals who play significant roles in the making of decisions 

about how the Company's activities are to be managed or supervised. 

 

 

3.9.2. Remedies 

If the above clause 3.9.1 is breached, and, but for the breach, the Insurer 

(i) would not have entered into the Policy; or 

(ii) would have done so only on different terms, 

The Insurer will have remedies as against the Company as follows: 

a. The Insurer may avoid the Policy and refuse all claims if: 

(i) the breach is deliberate or reckless, in which event the Insurer may retain the premium 

paid; or 

(ii) but for the breach the Insurer's underwriter would not have entered into the Policy on 

any terms, in which event the Insurer shall return the premium. 

b. In all other cases: 

(i) where the Insurer's underwriter would have charged more premium, any amounts payable 

by the Insurer will be scaled down to the ratio that the premium actually charged (the "Actual 

Premium") bears to the premium that he would have charged to assume that risk (the "Reference 

Premium"); and in addition 

 (ii) where the Insurer's underwriter would have written the risk on different terms (other 

than in relation to premium) the Policy is to be treated as if it had been entered into on those 

terms. 

 

3.10 Changes in Risk 

The Policyholder shall notify the Insurer of any data which is materially different in quality, 

sensitivity or value from that which is disclosed in any proposal form, information or 

representation (a “Data Change”), provided to the Insurer prior to the inception date of the 

Policy. In the event of a Data Change cover may be extended under this Policy provided that the 

Policyholder gives the Insurer sufficient details to enable the Insurer to assess and evaluate the 

exposure with respect to such Data Change and the Policyholder accepts any consequential 

amendments to the Policy terms and conditions, including payment of additional premium 

required by the Insurer. 

3.11. Prescription Period 

Any legal right arising from the policy, is time barred, (prescription period) and of no effect after 

four (4) years, with effect from the end of the year in which the right arose. 



  

 

 

4. Definitions  

4.1. Definitions 

Terms appearing in bold in these General Terms and Conditions and not defined in Section 4.2 

– Definitions of General Applicability shall have the meaning ascribed to them in the applicable 

Coverage Section for the purposes of coverage provided under that particular Coverage Section. 

Certain terms may have different meanings dependent on the applicable Coverage Section. 

Where the term is defined in more than one Coverage Section such term shall have the meaning 

ascribed to the term in the Coverage Section in which the term appears, but that meaning shall 

apply solely for purposes of coverage provided under that particular Coverage Section. 

 

4.2. Definitions of General Applicability 

The following terms are applicable to all Coverage Sections and shall have the meanings set out 

below: 

 

4.2.1. Company 

The Policyholder and any Subsidiary. 

 

4.2.2. Continuity Date 

The applicable date specified in the Policy Extensions section of the Schedule. 

 

4.2.3. Coverage Section 

Any coverage section that is purchased by the Policyholder as indicated in the Coverage 

Summary of the Schedule, and which then forms part of this Policy. 

 

4.2.4. Limit of Liability 

The applicable amount specified in the Coverage Summary of the Schedule. 

 

4.2.5. Discovery Period 

The period immediately following the expiry of the Policy Period during which written notice may 

be given to the Insurer of a Claim first made against the Company during the Policy Period and 

covered by this Policy or any other Insured Event which first arose prior to the expiry of the 

Policy Period and covered by this Policy. 

  

4.2.6. Endorsement 

A document attached to and forming a part of this Policy agreed by the Insurer in writing that 

amends the terms of the 

Policy. 



  

 

4.2.7. General Terms and Conditions 

This document which forms part of this Policy. 

 

4.2.8. Insurer 

INSURANCE COMPANY DETAILS 

4.2.9. Policy 

These General Terms and Conditions, the Schedule, and any purchased Coverage Section and 

any Endorsements attaching to this policy. 

 

4.2.10. Policy Aggregate Limit of Liability 

The applicable amount specified in the Coverage Summary of the Schedule. 

 

4.2.11. Policy Period 

The period from the Inception Date to the Expiry Date specified in the Schedule. 

 

4.2.12. Policyholder 

The entity specified under Policyholder in the Schedule. 

 

4.2.13. Pollutants 

Any solid, liquid, biological, radiological, gaseous or thermal irritant or containment whether 

occurring naturally or otherwise, including asbestos, smoke, vapour, soot, fibres, mould, spores, 

fungus, germs, acids, alkalis, nuclear or radioactive material of any sort, chemicals or waste. 

Waste includes material to be recycled, reconditioned or reclaimed. 

 

4.2.14. Premium 

The premium detailed under Premium in the Schedule. 

 

4.2.15. Responsible Officer 

Any Chief Executive Officer, Chief Financial Officer, Chief Compliance Officer, Chief Information 

Officer, Data Protection Officer, Risk Manager or General Counsel (or equivalent positions). 

 

4.2.16. Retention 

The applicable amounts specified in the Schedule. 

 

4.2.17. Retroactive Date 

The applicable date specified in the Schedule. 



  

 

4.2.18. Single Claim 

Any one or more Claims or Insured Events to the extent that such Claims or Insured Events arise 

out of, are based upon, are in connection with, or are otherwise attributable to the same cause 

or source. All such Claims or Insured Events shall be regarded as a Single Claim regardless of 

whether such Claims or Insured Events involve the same or different claimants, Insureds or 

causes of action. 

 

4.2.19. Subsidiary 

Any entity of which the Policyholder has or had Control on or before the inception date of this 

Policy either directly or indirectly through one or more of its other Subsidiaries. 

Subsidiary shall also include any entity of which the Policyholder acquires Control, either directly 

or indirectly through one or more of its other Subsidiaries during the Policy Period, provided that 

such acquired entity; 

(i) has total gross revenues that are less than 15% of the total gross revenue of the 

Policyholder; and 

(ii) has less than 50% of their total revenue from the United States of America 

For the purposes of this definition “Control” means where the Policyholder: 

a. controls the election of the majority of the board of directors of such entity; 

b. controls more than half of the voting power of such entity; or 

c. holds more than fifty per cent (50)% of the issued share / equity capital of such entity. 

 

 

5. Exclusions  

The following Exclusions are applicable to all Coverage Sections and shall apply in addition to 

the Exclusions set out in each Coverage Section. 

The Insurer shall not be liable for Loss arising out of, based upon, or attributable to: 

 

 

5.1. Conduct 

(i) any wilful disregard or non–compliance with a ruling, direction or injunction by a court, 

tribunal, arbitrator or a Regulator within the relevant jurisdiction; 

(ii) any criminal, dishonest or fraudulent act provided however this Exclusion 5.1 (ii) shall 

not apply to Loss insured under Insurance Cover 1.2 – Employee Dishonesty of each of the 

Professions Coverage Section, Technology Services & Technology Products Coverage Section and 

Media Liability Coverage Section; or 

(iii) the commiting of any deliberate, intentional or reckless act if committed by the 

Company’s: 

a. directors, principals, partners or Responsible Officer whether acting on their own or in 

collusion with others; or 



  

b. employees of the Company acting in collusion with any of the Company’s directors, 

principals, partners or Responsible Officer. 

The Insurer will continue to pay on behalf of the Company, Defence Costs under this Policy until 

any of (i) to (iii) above are found by a court, tribunal, arbitrator or Regulator to have been 

committed by the Company. Following such finding the Insurer shall be entitled to repayment of 

any amount paid to the Company under this Policy. 

 

5.2. Pollution 

(i) the actual, alleged or threatened discharge, dispersal, seepage, release, migration or 

escape of Pollutants; or 

(ii) any direction, request or effort to test for, monitor, clean up, remove, contain, treat, 

detoxify or neutralise Pollutants or respond to or assess the effects of Pollutants. 

 

 

5.3. Prior Claims and Circumstances 

(i) any circumstance that as of the Inception Date of this Policy may reasonably have been 

expected by a Company’s Responsible Officer to give rise to a Claim; or any circumstance, Claim 

or Insured Event of which notice has been given under any policy of which this Policy is a renewal 

or replacement or which it may succeed in time; or 

(ii) any pending or prior civil, criminal, adminstrative or regulatory proceeding, investigation, 

arbitration, mediation, other dispute resolution or adjudication of which a Company’s 

Responsible Officer had notice as of the Continuity Date, or alleging or deriving from the same 

or essentially the same facts alledged in such actions; or 

(iii) any Claim or Insured Event that would otherwise consititute a Single Claim with any claim 

or other matter reported under any policy of which this Policy is a renewal or a replacement or 

which it may succeed in time. 

5.4. Taxes 

Any taxes payable by the Company howsoever arising excluding any VAT or equivalent taxes) 

payable in connection with the provision of covered IT Services, Legal Services, Reputational 

Protection Services, Notification Costs and/or Credit Monitoring and ID Monitoring. 

 

5.5. Uninsurable Loss 

Any matters which the Insurer is prohibited from paying by the law of this Policy or the 

jurisdiction where a Claim is made or where an Insured Event first arises. 

  

 

Policy Extensions/Endorsements 

 

 

First Response 



  

In consideration of the payment of additional Premium, or agreement to pay the additional 

Premium, the Insurer and the Policyholder agree that the Event Management Coverage Section 

is amended as follows: 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this First Response Endorsement. 

All cover under this First Response Endorsement is written on a primary basis and afforded solely 

with respect to Insured Events first occuring during the Policy Period and reported to the Insurer 

as required by the General Terms and Conditions. 

 

 

First Response Endorsement Schedule 

 

1. Insurance Cover - Event Management is amended to include the following additional 

paragraph: For the purposes of this First Response Endorsement the Retention shall not apply. 

 

2. The following Definitions as set out in Section 2 of the Event Management Coverage 

Section are deleted in their entirety and replaced with the following: 

2.16. IT Specialists 

The firm listed on the Schedule. 

2.25. Response Advisor 

The law firm listed on the Endorsement Schedule, or the correspondent law firms instructed by 

such law firm, or any replacement firm nominated by the Insurer in the event of a conflict, with 

respect to whom the Policyholder shall enter into a Relevant Engagement. 

 

 

3. The following Definitions are added to this First Response Endorsement: 

2.27. Emergency Number 

XXXX 

2.28. Relevant Engagement 

An agreement between the Response Advisor and the Company governing the provision of the 

legal advice and support to the Company. 

 

4. The following condition, which is in addition to the conditions set out within the General 

Terms and Conditions shall apply to this First Response Endorsement: 

The cover provided under this First Response Endorsement is granted solely with respect to 

Insured Events first occurring during the Policy Period and the Insured shall, as a condition 

precedent to the obligations of the Insurer under this First Response Endorsement, notify the 

Insurer by contacting the Emergency Number as defined in this First Response Endorsement as 

soon as reasonably practicable after the Insured Event first occurs. 

 



  

All other terms, exclusions and conditions of the policy remain unaltered. 

 

  

 

Digital Media Liability 

In consideration of the payment of additional Premium, or agreement to pay the additional 

Premium, the Insurer and the Policyholder agree that the Policy is amended as follows: 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Digital Media Liability Endorsement. 

All cover under this Digital Media Liability Endorsement is afforded solely with respect to Insured 

Events first occuring during the Policy Period and reported to the Insurer as required by the 

General Terms and Conditions. 

 

1. Insurance Cover  

It is understood and agreed that the following cover is added to the Policy: 

1.1. Digital Media Liability Cover 

(i) The Insurer will pay to or on behalf of any Company any Loss resulting from a Claim by 

a third party arising from Digital Media Activities. 

 

 

2. Definitions  

For the purposes of this Digital Media Liability Endorsement the following definitions are added: 

2.1. Claim 

(i) written demand against an Insured; or 

(ii) civil, administrative or arbitral proceedings brought against an Insured, seeking Damages 

or any other legal remedy for a Wrongful Act. 

2.2. Damages 

Damages that the Insured is legally liable to pay resulting from a Claim as ascertained by: 

(i) judgments or arbitral awards rendered against the Insured; 

(ii) monies payable by the Insured pursuant to any settlement agreement negotiated by the 

Company and which is approved by the Insurer. 

Damages shall include punitive or exemplary or multiple damages where insurable by law and 

any monetary amounts that an Insured is required by law or has agreed to by settlement or 

deposit into a consumer redress fund. 

 

2.3. Defence Costs 

Reasonable and necessary fees, costs and expenses which the Insured incurs with the prior 

consent of the Insurer, in relation to the investigation, response, defence, appeal and/or 

settlement of any Claim including court attendance costs incurred by or on behalf of the Insured. 



  

Defence Costs shall not include the renumeration of any Insured, cost of their time or any other 

costs or overheads of the Insured. 

 

2.4. Digital Media Activities 

The publication or broadcast on the Company’s website or social media outlets, of any Digital 

Media. 

  

 

2.5. Digital Media 

Any digitised content, including text, graphics, audio and video, that can be transmitted over 

the internet or computer networks. 

 

2.6. Insured 

(i) the Company; 

(ii) any natural person, who is or has been a principal, partner, director or officer of the 

Company; 

(iii) any Employee; 

(iv) any independent contractor, temporary contract labour, self-employed persons, labour-

only sub-contractors, under the direction and direct supervision of the Company, but only in 

relation to the services they provide to the Company; 

(v) Any joint venture where the Company maintains operational control, but only to the 

extent of the Company’s interest in such joint venture; and 

(vi) Any natural person or entity which the Insured is required by contract to add as an 

Insured under this Policy, but only when and to the extent such natural person or entity is acting 

on behalf of the Policyholder; 

and only when undertaking Digital Media Activities in the foregoing capacities. 

Insured also includes any estate or legal representative of any Insured described in (ii) and (iii) 

above for Loss arising from a Claim against that Insured for a Wrongful Act committed when 

undertaking Digital Media Activities on behalf of the Policyholder. 

 

2.7. Loss 

Damages and Defence Costs. 

 

Loss shall not include: 

a. non-compensatory damages or multiple (except to the extent covered as Damages), or 

liquidated damages; 

b. fines or penalties; 

c. the costs and expenses of complying with any order for, grant of or agreement to provide 

injunctive or other non-monetary relief; 



  

d. the remuneration of any Insured, cost of their time, or any other costs or overheads of 

the Insured. 

 

2.8. Wrongful Act 

Any; 

(i) defamation, including libel, slander, or disparagement of trade reputation or the character 

of any person or organisation, or infliction of emotional distress or mental anguish arising from 

the foregoing; 

(ii) unintentional infringement of copyright, title, slogan, trademark, trade name, trade 

dress, mark, service mark, service name, domain name or license agreement; 

(iii) plagiarism, piracy or misappropriation or theft of ideas or information; 

(iv) invasion, infringement or interference with rights of privacy, publicity, morals, false light, 

public disclosure of private facts, intrusion and commercial appropriation of name, persona or 

likeness; or 

(v) passing-off but only if alleged in conjunction with any of the acts listed in (i) – (iv) above. 

occuring on or after the Continuity Date and prior to the end of the Policy Period but only to the 

extent that such acts relate to the Digital Media Activities. 

  

 

3. Exclusions  

The following Exclusions are specific to this Digital Media Liability Endorsement and shall apply 

in addition to the Exclusions set out within Section 5 – Exclusions of the General Terms and 

Conditions. 

The Insurer shall not be liable for Loss arising out of, based upon or attributable to: 

 

3.1. Anti -Trust 

Any actual or alleged antitrust violation, restraint of trade or unfair competition. 

 

3.2. Assumed Liability, Guarantee, Warranty 

Any: 

(i) guarantee or express warranty made by the Insured; or 

(ii) contractual liability or other obligation assumed or accepted by an Insured except to the 

extent that such liability would have attached in the absence of such contract. 

 

3.3. Bodily Injury/Property Damage 

Any: 

(i) physical injury, sickness, disease or death; however, this Exclusion 3.3 shall not apply in 

respect of nervous shock, emotional distress, mental anguish or mental injury, unless arising 

out of the foregoing; 



  

(ii) damage to or loss of or destruction of tangible property or loss of use thereof. 

 

3.4. Digital Rights 

Any Claim against the Company brought by or on behalf of any independent contractor, third-

party distributor, licensee, sub-licensee, joint venture, venture partner, any employee of the 

foregoing, or any employee or agent of the Company arising out of, based upon or attributable 

to disputes over the ownership or exercise of rights in Digital Media. 

 

3.5. Employment Practices Liability 

Any of a Company’s employment practices (including wrongful dismissal, discharge or 

termination, discrimination, harassment, retaliation or other employment-related claim). 

 

3.6. Financial Data 

Errors made in any financial data that the Company publicises including the Company’s annual 

report and accounts and any communications to the stock market. 

 

3.7. Fraud/Dishonesty 

(i) Any fraudulent or dishonest act or omission of the Insured. 

 

3.8. Government/Regulatory Action 

Any government, regulatory, licensing or commission action or investigation. 

 

3.9. Infrastructure 

Any: 

(i) mechanical failure; 

(ii) electrical failure, including any electrical power interruption, surge, brown out or black 

out; or 

(iii) telecommunications or satellite failure; 

unless such failure arises solely from an act, error or omission committed by the Insured, in the 

undertaking of Digital Media Activities. 

 

3.10. Insured vs Insured 

Any Claim brought by or on behalf of any Insured or Policyholder against an Insured or the 

Company. 

 

3.11. Internal Messaging Services 

Any publication or broadcast of Digital Media posted or transmitted on any of the Company’s 

internal instant message system, messaging boards, or chat rooms. 



  

 

3.12. Over-Redemption 

Any price discounts, prizes, awards or other consideration given in excess of the total contracted 

or expected amount. 

 

3.13. Patent/Trade Secret 

Any; 

(i) infringement of patents; 

(ii) loss of rights to secure registration of patents; or 

(iii) misappropriation of trade secrets. 

 

3.14. Securities Claims 

Any actual or alleged violation of any law, regulation or rule (whether statutory or common law) 

relating to the ownership, purchase, sale or offer of, or solicitation of an offer to purchase or 

sell, securities. 

 

3.15. Software Copyright Infringement 

Any infringement of copyright related to software, source code or software license unless arising 

from a Claim alleging an infringement of copyright, trademark or servicemark with respect to 

Digital Media Activities generated or displayed in a publication or broadcast by the use of 

software. 

 

3.16. Trade Debts 

Any: 

(i) trading debt incurred by an Insured, or 

(ii) guarantee given by an Insured for a debt. 

  

 

3.17. Trademarks 

Any infringement of trademarks by any goods, products or services displayed or contained in 

any Digital Media. 

 

3.18. USA/Canada 

Any: 

(i) seepage pollution or contamination of any kind; 

(ii) any actual or alleged violation of any responsibilities, obligations or duties imposed by 

the Employee Retirement Income Secuirty Act of 1974 or any amendment thereof; 



  

(iii) any actual or alleged violation of any provision of the Securities Act of 1933, the Securities 

Exchange Act of 1934 or any similar federal or state law or any common law relating thereto; 

(iv) any actual or alledged violation of the Racketeer Influenced and Corrupt Organisation Act 

18 USC Section 1961 et seq and any amendments thereto or any Rule or Regulation promulgated 

thereunder; or 

(v) punitive and exemplary damages; 

resulting from any Claim made or pending within, or any judgement obtained in, the United 

States of America, Canada or any of their territories or possessions. 

 

3.19. War & Terrorism 

any war (whether war is declared or not), terrorism (except Cyber Terrorism), invasion, use of 

military force, civil war, popular or military rising, rebellion or revolution, or any action taken to 

hinder or defend against any of these events. 

 

 

4. Conditions  

 

4.1. Other Insurance 

This Coverage Section shall always apply excess over any other valid and collectible general 

liability insurance policy available to the Insured. 

 

All other Terms, Conditions and Exclusions of the Policy remain unchanged. 

  

 

Telephone Hacking 

In consideration of the payment of additional Premium, or agreement to pay the additional 

Premium, the Insurer and the Policyholder agree that the Policy is amended as follows: 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Telephone Hacking Endorsement. 

All cover under this Telephone Hacking Endorsement is afforded solely with respect to Insured 

Events first occuring during the Policy Period and reported to the Insurer as required by the 

General Terms and Conditions and this Telephone Hacking Endorsement. 

 

 

1. Insurance Cover  

It is understood and agreed that the following cover is added to the Policy: 

 

1.1. Unauthorised Access of Telephone Systems Cover 



  

The Insurer will pay to the Policyholder the Loss resulting from the unauthorised access and use 

of the Policyholder’s Telephone System(s) located on the Premises regardless of whether such 

access and use is initiated on or off such Premises. The maximum liability of the Insurer in the 

aggregate for all Loss will not exceed the Telephone Hacking Loss Sublimit. 

Such Loss will only be paid by the Insurer to the extent that it is incurred for a maximum of forty 

five (45) days which shall commence from the date on which the first call charge was made. 

 

 

2. Definitions  

For the purposes of this Telephone Hacking Endorsement only the following definitions are 

added: 

2.1. Loss 

Call charges that the Policyholder is liable for as a result of unauthorised access and use of the 

Policyholder’s Telephone System(s). 

2.2. Premises 

The main address as noted on the Schedule or the premises from where the Policyholder 

conducts its normal business operations. 

2.3. Telephone Hacking Loss Sublimit 

The amount specified in the Telephone Hacking Endorsement Schedule. 

2.4. Telephone System(s) 

PBX or electronic key system, with or without adjuncts including voice mail, auto attendants and 

automated call directors, that is owned operated, controlled or exclusively leased by the 

Policyholder. 

 

 

3. Exclusion  

The following Exclusion is specific to this Telephone Hacking Endorsement and shall apply in 

addition to the Exclusions set out within Section 5 – Exclusions of the General Terms and 

Conditions. 

  

3.1. Indirect or Consequential Loss 

The Insurer shall not be liable for Loss arising out of, based upon or attributable to any indirect 

or consequential loss, including the following: 

(i) any loss of monies, securities or financial assets arising from the unauthorised access or 

use of the 

Policyholder’s Telephone System(s); 

(ii) any loss arising from the Telephone System(s) being unavailable; or 

(iii) any loss arising from an Insured voluntarily giving or surrendering unauthorised access 

to the Policyholder’s Telephone System(s) through a purchase or exchange. 

 



  

All other Terms, Conditions and Exclusions of the Policy remain unchanged. 

  

 

System Failure 

In consideration of the payment of additional Premium, or agreement to pay the additional 

Premium, the Insurer and the Policyholder agree that the Network Interruption Coverage Section 

is amended as follows: 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this System Failure Endorsement. 

All cover under this System Failure Endorsement is afforded solely with respect to Insured Events 

first occuring during the Policy Period and reported to the Insurer as required by the General 

Terms and Conditions and this System Failure Endorsement. 

The cover available under this System Failure Network Interruption Endorsement is subject to 

the Network Interruption Sub-limit, the Limit of Liability and to any other sub-limits stated in 

the Schedule. 

 

 

1. Insurance Covers  

Section 1 of the Network Interruption Coverage Section is extended to include the following 

cover: 

1.1. System Failure Network Interruption Loss 

The Insurer will pay to the Company any Network Loss incurred by the Company and resulting 

from a System Failure Material Interruption to a Company’s Computer System. Provided that 

such Network Loss is incurred: 

(i) after the System Failure Waiting Hours Period has expired and during the Material 

Interruption, subject to a maximum period of 120 days commencing from the expiry of the 

System Failure Waiting Hours Period; and 

(ii) for a period of 90 days which shall commence as at the resolution of the Material 

Interruption. 

 

 

1.2. Interruption and Mitigation Costs 

The Insurer will pay to or on behalf of the Company any Network Interruption Costs incurred 

after half the System Failure Waiting Hours Period has expired in mitigating the impact of a 

Material Interruption to a Company’s Computer System. 

Such Network Interruption Costs can only be incurred during the Material Interruption but 

subject to a maximum period of 120 days commencing from the expiry of the Waiting Hours 

Period. 

 

2. Definitions  

2.1. System Failure Material Interruption 



  

(i) the suspension or degradation of the service provided by the Company’s Computer 

System solely caused by a System Failure; or 

(ii) the inability of the Company to access Data due to such Data being deleted, damaged, 

corrupted, altered or lost but only where such deletion, damage, corruption, alteration or loss is 

solely caused by a System Failure. 

 

 

2.2. System Failure 

(i) any unintentional and unplanned outage of a Company’s Computer System; or 

(ii) any negligent act or failure to act by an employee of the Company, related to any 

operating, maintaining or upgrading of a Company’s Computer System, but excluding any 

operating, maintaining or upgrading of any Cloud Service used by the Company or any employee 

“Bring Your Own Device” used to access a Company’s Computer System or Data contained 

therein. 

 

2.3. System Failure Sublimit 

The amount set forth in the System Failure Endorsement Schedule. 

 

 

2.4. System Failure Waiting Hours Period 

The number of hours set forth in the System Failure Endorsement Schedule commencing at the 

beginning of a Material Interruption. 

 

3. Conditions  

The conditions set out within Section 4 – Conditions of the Network Interruption Coverage 

Section shall apply to this 

System Failure Endorsement. 

 

All other Terms, Conditions and Exclusions of the Policy remain unchanged. 

  

 

Outsource Service Provider 

In consideration of the payment of additional Premium, or agreement to pay the additional 

Premium, the Insurer and the Policyholder agree that the Network Interruption Coverage Section 

is amended as follows: 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Outsource Service Provider Endorsement. 

All cover under this Outsource Service Provider Endorsement is afforded solely with respect to 

Insured Events first occuring during the Policy Period and reported to the Insurer as required by 

the General Terms and Conditions and this Outsource Service Provider Endorsement. 



  

The cover available under this Outsource Service Provider Endorsement is subject to the Network 

Interruption Sub- limit, the Limit of Liability and to any other sub-limits stated in the Schedule. 

 

 

1. Insurance Covers  

Section 1 of the Network Interruption Coverage Section is extended to include the following 

cover: 

 

 

1.1. OSP Network Interruption Loss 

The Insurer will pay to the Company any Network Loss incurred by the Company and resulting 

from a Material Interruption to an OSP’s Computer System. Provided that such Network Loss is 

incurred: 

(i) after the OSP Failure Waiting Hours Period has expired and during the Material 

Interruption, subject to a maximum period of 120 days commencing from the expiry of the OSP 

Failure Waiting Hours Period; and/or 

(ii) for a period of 90 days which shall commence as at the resolution of the Material 

Interruption. 

 

 

1.2. OSP Interruption and Mitigation Costs 

The Insurer will pay to or on behalf of the Company any Network Interruption Costs incurred 

OSP Failure Waiting Hours Period has expired in mitigating the impact of a Material Interruption 

to an OSP’s Computer System. 

Such Network Interruption Costs can only be incurred during the Material Interruption, but 

subject to a maximum period of 120 days commencing from the expiry of the OSP Failure Waiting 

Hours Period. 

 

 

2. Definitions  

The following definitions are specific to this Outsource Service Provider Endorsement. In the 

event that any of the below terms are already defined in the Network Interruption Coverage 

Section they shall have the meaning afforded below for the purposes of this Outsource Service 

Provider Endorsement. All other definitions set out within Section 5.2 - Definitions of General 

Applicability of the General Terms and Conditions and within Section 2 – Definitions of the 

Network Interruption Coverage Section shall apply as stated. 

2.1. Material Interruption 

(i) the suspension of or degradation of the service provided by the Outsource Service 

Provider used by the Company solely caused by an OSP Failure; or 

(ii) the inability of the Company to access Data due to such Data being deleted, damaged, 

corrupted, altered or lost but only where such deletion, damage, corruption, alteration or loss is 

solely caused by an OSP Failure. 



  

  

 

2.2. Network Interruption Costs 

The reasonable and necessary costs and expenses that the Company incurs to minimise the 

Network Loss and/or reduce the impact of a Material Interruption of the service provided by the 

Outsource Service Provider to the Company, excluding the cost of any forensic or IT consultants. 

2.3. Network Loss 

(i) the reduction in net income (whether or not arising from reduction in customers) that 

would have earned; and 

(ii) expenses incurred, including payroll, in order to ensure continuation of the Company’s 

normal operating procedures. 

Network Loss shall be reduced by any amounts recovered by an Insured (including the value of 

any service credits provided to an Insured) from any third party (including any Outsource Service 

Provider) in connection with or as a result of an OSP Failure. 

2.4. Outsource Service Provider 

A Third Party that a Company has appointed to provide specified information technology services 

(such as the processing, hosting and storage of Data) based on an express contractual 

agreement, but only to the extent of the provision of such services. 

 

Outsource Service Provider does not include: 

 

(i) a public utility (including a provider of electricity, gas, water or telecommunication 

services); 

 

(ii) an internet service provider (including any provider of internet connectivity); or, 

 

(iii) a securities exchange or market. 

 

2.5. OSP’s Computer System 

Any computer hardware, software or any components thereof that are linked together through 

a network of two or more devices accessible through the Internet or internal network or that are 

connected through data storage or other peripheral devices which are owned, operated, 

controlled or leased by an Outsource Service Provider. 

2.6. OSP Failure 

Any: 

(i) OSP System Failure. Provided however that OSP System Failure shall only apply where 

shown as purchased on this Outsource Service Provider Endorsement. 

(ii) OSP Security Failure. 

2.7. OSP Security Failure 



  

(i) Any intrusion of, unauthorised access (including any unauthorised person using 

authorised credentials) to, or unauthorised use of (including by a person with authorised access) 

the Outsource Service Provider Computer System, including that which results in or fails to 

mitigate any: 

(ii) denial of service attack or denial of access; or 

(iii) receipt or transmission of a malicious code, malicious software or virus; 

(iv) the loss of Data arising from the physical theft or loss of hardware controlled by the 

Outsource Service Provider on behalf of the Company. 

 

2.8. OSP System Failure 

Any unintentional and unplanned failure of an OSP’s Computer System such that the Outsource 

Service Provider is unable to provide to the Company the services described in a Vendor 

Agreement. 

  

2.9. OSP Security Failure Sub-limit 

The amount set forth in the Endorsement Schedule. 

2.10. OSP Failure Waiting Hours Period 

The number of hours set forth in the Endorsement Schedule commencing at the beginning of 

the Material Interruption. 

2.11. Vendor Agreement 

A contract between a Company and an Outsource Service Provider pursuant to which an 

Outsource Service Provider provides services to the Company for a fee. 

 

 

3. Exclusions  

The following exclusions are specific to this Outsource Service Provider Endorsement and shall 

apply in addition to the exclusions set out within Section 6 – Exclusions of the General Terms 

and Conditions and within Section 3 – Exclusions of the Network Interruption Coverage Section. 

The Insurer shall not be liable for Loss arising out of, based upon or attributable to: 

3.1. Betterment 

Any: 

(i) updating, upgrading, enhancing or replacing any OSP’s Computer System to a level 

beyond that which existed prior to the occurrence of a Material Interruption; or 

(ii) the removal of software program errors or vulnerabilities. 

 

 

3.2. Infrastructure 

Any 



  

(i) electrical or mechanical failure of infrastructure not under the control of the Insured or 

Outsource Service Provider, including any electrical power interruption, surge, brownout or 

blackout. However, this does not apply to a OSP’s Computer System; 

(ii) failure of telephone lines, data transmission lines, or other telecommunications or 

networking infrastructure not under the control of an Insured or Outsource Service Provider; 

(iii) satellite failure. 

 

 

4. Conditions  

The conditions set out within Section 4 – Conditions of the Network Interruption Coverage 

Section shall apply to this Outsource Service Provider Endorsement. 

 

All other Terms, Conditions and Exclusions of the Policy remain unchanged. 

  

 

Computer Crime 

In consideration of the payment of additional Premium, or agreement to pay the additional 

Premium, the Insurer and the Policyholder agree that the Policy is amended as follows: 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Fund Transfer Fraud Endorsement. 

All cover under this Fund Transfer Fraud Endorsement is afforded solely with respect to Insured 

Events first occuring during the Policy Period and reported to the Insurer as required by the 

General Terms and Conditions. 

 

 

1. Insurance Cover  

It is understood and agreed that the following cover is added to the Policy: 

 

Funds Transfer Fraud 

The Insurer will pay to the Company any direct financial loss resulting from the theft of the 

Company’s funds from a Transfer Account arising as a result of a Hacking of the Company’s 

Computer System by a Third Party that results in fraudulent Electronic Instructions directing the 

financial institution to debit, transfer, pay or deliver funds from the Transfer Account and which 

purports to have come from the Company or a person or organisation authorised by the 

Company. 

The maximum liability of the Insurer in the aggregate for any direct financial loss provided under 

this Fund Transfer Fraud Endorsement shall not exceed the sublimit stated in the Schedule. 

 

 

 



  

2. Definitions  

For the purposes of this Fund Transfer Fraud Endorsement the following definitions are added: 

2.1. Authentication 

A method utilised by the financial institution to: 

(i) confirm the identity of the sender of the communication or the caller on a voice 

transaction; 

(ii) verify that the data or communication was that sent by the sender; and 

(iii) that the sender/caller had the requisite authority to do so. 

In relation to telex and facsimile instructions only, it is a condition of the cover provided under 

this Fund Transfer Fraud Endorsement that any telex and/or facsimile must have affixed thereto 

a valid test key which has been exchanged between the Company and the financial institution 

for the purpose of protecting the integrity of the communication. 

 

 

2.2. Company’s Computer System 

Any computer hardware, software or any components thereof that are linked together through 

a network of two or more devices accessible through the Internet or internal network or that are 

connected through data storage or other peripheral devices which are owned, operated, 

controlled or leased by the Company. 

 

2.3. Data 

Any electronically stored digital or digitised information relating to the Transfer Account. 

  

 

2.4. Electronic Instructions 

Authentication instructions transmitted in electronic form by the Company to the financial 

institution. Such instructions include Authenticated facsimiles and telex. 

Electronic Instructions include voice communications as a result of Data being fraudulently 

obtained by a Third Party following the Hacking of the Company’s Computer System. 

 

 

2.5. Hacking 

Any intrusion of, unauthorised access to or unauthorised use of the Company’s Computer 

System. 

 

 

 

 

 



  

2.6. Transfer Account 

An account maintained by the Company at a financial institution from which the Company or a 

person or organisation authorised by the Company may request the transfer, payment or 

delivery of funds. 

 

2.7. Third Party 

means any natural person other than: 

(i) an employee; or, 

(ii) a person or organisation authorised by the Company to issue such instructions. 

 

 

3. Exclusions  

The following Exclusions are specific to this Fund Transfer Fraud Endorsement and shall apply in 

addition to the Exclusions set out within Section 5 – Exclusions of the General Terms and 

Conditions. 

 

3.1. Authorised Access 

The Insurer shall not be liable for Loss arising out of, based upon or attributable to any person 

or Third Party who had authorised access to the Company’s Computer System, unless such 

person or Third Party obtained unauthorised access beyond the level for which that person or 

Third Party was authorised. 

 

3.2. Indirect or Consequential Loss 

The Insurer shall not be liable for any indirect or consequential loss. 

 

All other Terms, Conditions and Exclusions of the Policy remain unchanged. 

  

 

Criminal Reward Fund 

In consideration of the payment of additional Premium, or agreement to pay the additional 

Premium, the Insurer and the Policyholder agree that the Policy is amended as follows: 

The General Terms and Conditions are incorporated by reference into, made a part of, and are 

expressly applicable to this Criminal Reward Fund Endorsement. 

All cover under this Criminal Reward Fund Endorsement is afforded solely with respect to Insured 

Events first occuring during the Policy Period and reported to the Insurer as required by the 

General Terms and Conditions. 

 

 

 



  

 

1. Insurance Cover  

It is understood and agreed that the following cover is added to the Policy: 

 

Criminal Reward Fund 

The Insurer may pay on a Company’s behalf, at the Insurer’s sole and absolute discretion, a 

Criminal Reward Fund. The maximum liability of the Insurer in the aggregate for any payment 

of a Criminal Reward Fund shall not exceed the sublimit stated in the Schedule. 

No Retention shall apply to this coverage. 

 

 

2. Definition  

For the purposes of this Criminal Reward Fund Endorsement only the following definitions are 

added: 

 

 

2.1. Criminal Reward Fund 

Any amount offered by the Insurer for information that leads to the arrest and conviction of any 

individual(s) committing or trying to commit any illegal act related to the coverage under any of 

following Coverage Sections where shown as purchased on the Schedule: Data Protection and 

Cyber Liability Coverage Section, the Network Interruption Coverage Section, Event 

Management Coverage Section and Cyber Extortion Coverage Section. 

 

 

3. Exclusion  

The following Exclusion is specific to this Criminal Reward Fund Endorsement and shall apply in 

addition to the Exclusions set out within Section 5 – Exclusions of the General Terms and 

Conditions and in addition to the Exclusions set out within the Data Protection and Cyber Liability 

Coverage Section, the Network Interruption Coverage Section, Event Management Coverage 

Section and Cyber Extortion Coverage Section. 

 

3.1. Fees, Costs and Expenses 

The Insurer shall not be liable for Loss arising out of, based upon or attributable to any 

information provided by any Insured, an Insured’s auditors, whether internal or external, any 

individual hired or retained to investigate the aforementioned illegal acts, or any other individuals 

with responsibilities for the supervision or management of the aforementioned individuals. 

 

All other Terms, Conditions and Exclusions of the Policy remain unchanged. 
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